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1
Decision/action requested

This contribution proposes to add a new solution for the key issue#5 about the broadcast privacy.
2
References

 [1] 
TR 33.893  v0.6.0
3
Rationale

It is proposed to add a new solution for the key issue#5 about the broadcast privacy.

4
Detailed proposal

********************Start of 1st Change******************

6.Y
Solution #Y: Security for broadcast mode
6.Y.1
Introduction 

As defined in TS 23.586:

For broadcast mode, the destination Layer-2 ID and source Layer-2 ID(s) are chosen based on UE configuration, as defined in clause 5.6.1.2 of TS 23.287 [3] and clause 5.8.2.2 of TS 23.304 [4].

The 5G System shall protect against linkability and trackability attacks on Layer-2 ID and IP address for broadcast mode.
6.Y.2
Solution details

The broadcast mode security mechanism to randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used), as defined in clause 5.5 of TS 33.536 [5] is reused. 
6.Y.3
Evaluation
TBD
********************End of 1st Change******************

