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1
Decision/action requested

This contribution proposes an update the data channel security conclusion. 
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References

[1]
S3-231558 draft TR 33.890 v0.6.0
3
Rationale

The P2P data channel procedures have been specified in TS 23.228 and the ones on P2P are covered in annex AC.7.2.2. It is clearly stated that the DCMF is not involved in this case and hence the conclusion is modified to take account of this. 
4
Detailed proposal

It is proposed to include the below changes in the draft TR [1]. 
**** START OF CHANGES ****

7.2
Conclusion on Key Issue #2
The following conclusions are agreed for KI#2:

A)
The DCMF/enhanced MRF will terminate DTLS for the following cases:
1)
Bootstrap data channel;

2)
P2A/A2P application data channel if the external Data Server supports only HTTP;


B)
If the external Data Server supports both HTTP and IETF RFC 8831 WebRTC data channel protocols for the P2A/A2P Application data channel use cases or P2P cases when the DCMF is not used to anchor the Application data channel, end-to-end (e2e) encryption for the data channel should be supported as specified in IETF RFC 8831 [9] and IETF RFC 8827 [13].

NOTE:
LI considerations are FFS. 
**** END OF CHANGES ****

