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1
Decision/action requested

This document updates solution #4 with an evaluation.
2
References

[1] 3GPP TR 33.738 V0.2.0 (2022-07), Study on security aspects of enablers for Network Automation for 5G - phase 3; (Release 18)
3
Rationale

This document updates solution #4 with an evaluation.
4
Detailed proposal

Start of new text
6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
This solution is addressing Key Issue #3: Security for AI/ML model storage and sharing by protecting the ML model from the NF producer to the NF consumer, also during the storage time in the ADRF. The data producer (NWDAF containing MTLF) is generating a security contex to protect the ML model information which is then stored protected in the ADRF with the data producer identity so that NF consumers (NWDAF containing AnLF), if authorized, can request the protected ML model information from the ADRF as well as the security context from the data producer to unprotect the ML model information for futher processing. 
The keys sent in step 7b-d are protected with SBA security, but may not be e2e protected between AnLF and MTLF in case SCP is used inbetween.
The security context requires a key management with a validity time to indicate when the security keys and thus the storage in the ADRF expires.
The solution needs to be aligned with SA2 that NFc (AnLF) does not request the model directly from the ADRF, but the MTLF decides to store the ML model in the ADRF.
End of new text
