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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

Threats and requirements of KI1 state the following
Security threats

The request by the NF Service Consumer could be forwarded by the SCP to an unintended NF.

The request by the NF Service Consumer could be forwarded within the validity of an authorization token more than one request could be sent to the same NF, which could result in a deny of service attack.  

In indirect communication scenarios an NF Service Consumer cannot verify whether the service response was sent by a legitimate NF or NRF. NFc can only authenticate the SCP, but not NFp or NRF. Thus, an NF Service Consumer could receive service responses from an unintended NF. 

Potential security requirements

The 5GS should provide a mechanism that allows an NF Service Consumer to authenticate an NRF or an NF Service Producer during an indirect communication with them via an SCP. 

NOTE: It needs to be taken into account that producer reselection by SCP can be a desired feature.

The solution allows the NFc to verify the sender of the service response in indirect communication scenarios.

The editor’s notes in solution 13 point at limitations of the solution.
This contribution provides a resolution proposal taking the EN comments into account.

4
Detailed proposal

***** START OF CHANGES
6.13
Solution #13: Authentication of NF Service Producer in Indirect Communication
6.13.1
Introduction 

This solution addresses KI#1. 

This solution proposes a simple authentication procedure which allows an NF Service Consumer or any other entity (e.g., a delegated SCP) to authenticate an NF Service Producer before sending an actual service request. This ensures that an actual service request with request parameters, some of which may be sensitive (e.g., SUPI), is only sent to an NF Service Producer that has already been authenticated. 

This property is consistent with the behaviour of HTTPS/TLS in which a client certificate with client information is sent to the server only after the authentication of a server certificate, and an HTTPS request is sent to the server only after the authentication of the server in TLS. 

The procedure can be executed by an NF Service Consumer or by an SCP which has been delegated by an NF Service Consumer to perform service discovery and re-selection on its behalf. 

6.13.2
Solution details

A Client (e.g., an NF Service Consumer) first performs the service discovery to obtain information about an NF Service Producer (e.g., NF Service Producer Instance ID). Before the Client sends a service request to the NF Service Producer, it performs the following procedure to obtain a Server Credentials Assertion (SCA) from the producer. Similar to CCA, which allows to verify the identity of a consumer, SCA allows to verify the identity of the producer. 

This procedure can be performed by an NF Service Consumer to verify the identity of an NRF or an NF Service Producer. For example, it can be performed to verify the identity of an NRF before an NF Service Consumer sends an access token request to an NRF. 

In delegated discovery, this procedure can be performed by an NF Service Consumer before sending an actual service request. This procedure will trigger the SCP to perform the first service discovery and eventually return the SCA to the NF Service Consumer. Alternatively, if a delegated SCP is trusted by an NF Service Consumer to verify the identity of an NF Service Producer, an SCP will perform this procedure on the behalf of NF Service Consumer to verify the identity of an NF Service Producer before it forwards a service request from an NF Service Consumer to the NF Service Producer.
NOTE: In contrast to the potential requirement, if an SCP is not trust, the procedure cannot be applied in delegated discovery scenarios. 

When a re-selection of an NF Service Producer is performed, this procedure can be re-performed against the newly selected NF Service Producer. If reselection by the SCP is a desired feature, the SCP also needs to be trusted, because the NF Service Consumer cannot distinguish, if the SCP is acting maliciously or as wanted.
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Figure 6.Y.2-1 Authentication Procedure for NF Service Producer in Indirect Communication

1. A client (e.g., an NF Service Consumer or an SCP) sends an HTTP request to a server (e.g., an NRF or an NF serviced producer) to obtain its Server Credentials Assertion (SCA). This HTTP request can be a simple HTTP Get request to a well-known resource (e.g., /SCA) or a service request (e.g., NFp_SCA_Get_Request) without any requesting parameter. This ensures that no client information is exposed to the server in such request. 

2.
The SCP forwards the request (NFp_SCA_Get_Request, or HTTP Get) from the Client to the Server. 

3.  The Server (e.g. an NRF or an NF Service Producer) receives the request and generates Server Credential Assertion (SCA). The SCA has the same format as CCA and includes the identity of the server (e.g., NF Service Producer  instance ID) and associated proof, which allows the verification of the server identity.   
4.
The Server sends the SCA in the response (e.g., NFp_SCA_Get_Response or HTTP response) back to the SCP.  The response may include an indicator to request for the CCA from the Client. 

5.  The SCP forwards the response including the SCA back to the Client. 

6.  The Client verifies the SCA cryptographically and then verifies the server identity (e.g., NF Service Producer  Instance ID) in the SCA against the corresponding identity of server where a service request is to be sent. 

6.13.3
Evaluation

This solution allows a NF Service Consumer to identify the NRF or NF Service Producer. However, only in limited cases the procedure successfully addresses the threats and requirement, i.e., only in the cases when the consumer discovers the producer itself and if the SCP is not reselecting the producer afterwards. 
When discovery is delegated to the SCP or the SCP is doing a reselection of the producer, then the SCP needs to be trusted. In this case, the requirement can be fulfilled, but the original threat of SCP being untrusted is obsolete.
***** END OF CHANGES
