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1
Decision/action requested

This document proposes to add a new solution to KI#2: Authentication for UE access to hosting network. SA3 is kindly requested to approve this doc.
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3
Rationale

This contribution provides a solution to KI#2: Authentication for UE access to hosting network. 

As per the preliminary conclusions agreed in SA2, there are two types of cases for UE access to hosting network. High level solutions for UE to access hosting network and receive localized services are provided for both cases.

4
Detailed proposal

**** START OF CHANGE ****
6.A
Solution #A: Authentication for UE to access hosting network and receive localized services using existing mechanisms.
6.A.1
Introduction 

This solution adresses KI #2: Authentication for UE access to hosting network.
6.A.2
Solution details

As per the conclusions of the study in TR 23.700-08 [2], it is up to UE to discover, select the hosting network, and decided what credentials are used to access hosting network.
From an authentication point of view, there are two types of cases for UE access to hosting network:
The UE accesses the Hosting network using the subscription/credentials of its Home network.
The UE accesses the Hosting network using the other credentials rather than the subscription/credentials from the UE Home network.
For case 1), The authentication method specified in in Annex I.2 of TS 33.501[4] can be reused for UE access to SNPN as hosting network. Existing primary authentication can be reused for UE access to PNI-NPN as hosting network. In the case of PNI-NPN as hosting network using S-NSSAI, slice-specific authentication can also be used.
Note: Only UEs equipped with a USIM configured with PLMN credentials can access a hosting network which is a PNI-NPN. When the UE requests to access the hosting network, the home PLMN credential(s) are used during authentication procedure.
For case 2), The provisioning of Default credentials is out of scope, for example, it can be pre-configured on the UE. If the UE has Default credentials and the UE determines that new credentials for accessing hosting network are needed, the UE uses the Default credentials for the onboarding mechanism with the ON-SNPN acting as hosting network. The onboarding procedures are already specified in TS 23.501 [6] clause 5.30.2.10, TS 23.502 [7] clause 4.2.2.2.4 and TS 33.501 [4] Annex I.9 to provision the credentials.
Note: In case that the UE is preconfigured with PVS address information and the UE receives PVS address information from the SMF during the PDU Session Establishment Accept message, the UE may determine based on local configuration whether to apply or ignore the PVS address information provided by the SMF.
After having the access to the hosting network, the UE can receive localized services based on the services agreements between the hosting network and localized service provider.
6.A.3
System impact

This solution does not have system impacts.
6.A.4
Evaluation

This solution addresses the security requirements of KI #2: Authentication for UE access to hosting network.
It uses existing mechanisms, and does not require normative work.
**** END OF CHANGE ****
