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1
Decision/action requested

This contribution proposes to update solution#1 in TR 33.883.

2
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3
Rationale

This pCR proposes to update solution#1 by resolving the following Editor’s Note:
Editor’s note: Handling of MTK refresh is FFS.
Editor’s note: Further system impact and evaluation details are FFS.
If the MSK is generated and distributed by the AF along with the MTK to the MBS security functions of different 5G CNs, then the MBS security functions can distribute the MSK and MTK either using the control plane procedure or user plane procedure to the authorized UEs. Since the MTK is protected by the common MSK (provided by the AF), the UEs will be able to handle the protected MTK and the MBS content even if it is protected by the non-serving PLMN.  
4
Detailed proposal

******Start of Changes******
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******Next Change******
6.2
Solution #1: MBS Traffic Key distribution for MOCN deployment scenarios
6.2.1
Introduction 

This solution addresses Key Issue #1 to provision appropriate keys (keys that will be used to protect the MBS content at the service layer) to the UE to handle the protected MBS traffic over the MOCN deployment scenarios. The MBS Traffic Key (MTK) is generated by the AF and provided to the CN NF to distribute and use it. 
The AF performs the MSK and MTK generation and provides the MSK and MTK for all deployment scenarios (where all NG-RAN nodes are shared by PLMNs and the scenario where only part of the NG-RAN nodes are shared by the PLMNs). 
6.2.2
Solution details 
6.2.2.1
General

If the MTK is derived by the AF and provided it to the PLMNs, then all the PLMNs of the MOCN will distribute the same MTK to all the MBS authorized UEs it serves. Therefore the UEs in a shared RAN even if the serving PLMN are different, will have the same MTK and UEs will be able to handle the protected content even if it is protected by the non-serving PLMN. 
The security aspects of MOCN deployment scenario to be considered as multiple BM-SC deployment scenario detailed in clause 6.3.4 of TS 33.246 [xx] for MBS key management. 
6.2.2.2
Control plane procedures
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Fig 6.2.2-1: MTK generation and distribution for MOCN deployment scenario

Figure 6.2.2-1 includes only the relevant steps specified in TS 23.247 [6] for the AF to provide the MTK and to the NEF/MBSF and details of distribution of the MTK by the NEF/MBSF for MBS traffic protection. As shown in the Figure 6.2.2-1, the steps 1 to 6 are performed for the PLMN-1 and also for the PLMN-2 for the MBS session ID.
0) The AF generates the MTK, MTK ID, MSK, MSK ID and selects the security algorithm for the MBS session ID. It is up to the AF implementation to select a MCC and MNC among the PLMNs for the Key Domain ID. As mentioned in clause 6.3.2.1 of TS 33.246 [xx], the UE should not try to use the MCC and MNC in another context, e.g. the UE should not compare the received MCC || MNC to parameters in radio level.
1) The AF provides the security data (MTK, MTK ID, MSK, MSK ID and selected algorithm(s)) to the NEF/MBSF. 

2-3) The MBSF includes the received security data in the multicast session security context and provides it to the MB-SMF. The SMF obtains the multicast session security context from the MB-SMF and provides it to the UE, as specified in TS 33.501 [3].
4-5) The NEF/MBSF provides the received security data to the MBSTF. Upon receiving the security data from the NEF/MBSF, the MBSTF uses the provided MTK for MBS traffic protection, instead of deriving a MTK for the specified MBS session ID.

6) The NEF/MBSF provides response for the received Nnef_MBSSession_Create request.


6.2.2.3
User plane procedures
The UE registers to the MBS service and receives the MBS traffic as specified in TS 33.501 [3] with the following changes:

- The AF provides the MSK, MSK ID, MTK and MTK ID to the MBS Security Function (MBSSF) for the MBS session ID.

- The MBSSF uses the provided MSK for protection of the MTK and the provided MTK for MBS traffic protection, instead of deriving MSK and MTK for the specified MBS session ID.
- The MBSSF delivers the MSK, MSK ID, MTK and MTK ID received from the AF to the UE, as specified in TS 33.501 [3] appropriately.
6.2.2.4

Key update procedure

The MTK is updated based on the change of the authorization information or based on the local policy (e.g. key lifetime expiration) as detailed in TS 33.501 [3]. In such cases, the MBSF or MB-SMF in PLMN1 triggers the MTK update procedure by requesting the AF to provide a fresh MTK. The key update request message includes the MBS session ID. If the AF has generated a fresh MTK, the AF provides the fresh MTK to the NEF/MBSF in the Nnef_MBSSession_Update request. Then the refreshed MTK is delivered to the UE as specified in TS 33.501 [3]. 
As both PLMN1 and PLMN2 supports MOCN, the MTK in PLMN2 should also be updated. Therefore, the AF initiates the MTK update procedure for the PLMN2 by sending the updated MTK to the NEF/MBSF in PLMN2, in the Nnef_MBSSession_Update request.
If MSK needs to be updated, then the AF provides the newly generated MSK along with the MTK and the associated MSK ID and MTK ID to the PLMNs. Then the refreshed MSK and MTK is delivered to the UE as specified in TS 33.501 [3].
6.2.3

System impact

The key distribution procedure aligns with the session management procedure as defined in TS 23.247 [6]. The only change is that the MSK and MTK are generated by the AF and not by the MBS security function.
6.2.4
Evaluation

This solution details the security aspects of MBS for MOCN scenario using both control plane and user plane based procedures when MBS content is protected at the service layer. The solution is applicable for the scenarios where all NG-RAN nodes are shared by PLMNs and the scenario where only part of the NG-RAN nodes are shared by the PLMNs.
This solution details the distribution of the MTK key (that will be used to protect the MBS content at the service layer) to the UE to handle the protected MBS traffic over the MOCN deployment scenarios.
This solution is compatible with Rel-17 UEs.

This solution is compatible with Rel-17 NG-RAN.

******End of Changes******
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