3GPP TSG-SA3 Meeting #109AdHoc-e 
S3-230332
Electronic meeting, 16 - 20 January 2023
Source:
Samsung
Title:
Evaluation for solution#22
Document for:
Approval
Agenda Item:
5.9
1
Decision/action requested

It is requested to approve this pCR to add evaluation for solution#22 TR 33.739.
2
References
NA
3
Rationale

This contribution proposes evaluation text for solution#22 in TR 33.739.
4
Detailed proposal

*** Start Change ***
6.22
Solution #22: Using existing TLS 1.3 to perform negotiation mechanism

6.22.1
Solution overview

This solution addresses key issue #2.2 by providing a secure way to negotiate the authentication method used between the EEC and ECS/EES using existing procedures. 
6.22.2
Solution details

There are multiple methods that the EEC could use to authenticate to the ECS/EES with the main ones as follows.

NOTE 1: This solution is not taking a stance on the viability of these solutions. It is focusing on providing a method for negotiating between the possible methods. 

The solution use TLS 1.3 with the any of the following included in the ClientHello based on the authentication methods that the EEC can use:

AKMA: AKID and symmetric key ciphersuite(s);

GBA: B-TID and symmetric key ciphersuite(s); 

Digest/Token methods: Ciphersuite(s) supporting server side certificates only; and

Client certificates: Ciphersuites supporting both client and server side certificates.

From this information, the ECS/ESS can determine which are possible authentication methods. If the UE and ECS/EES do not support a common method, the TLS handshake will fail. 

For example, in case A-KID/B-TID are sent, the ECS/EES can easily determine if an AKMA/GBA key is available for that UE. This is done by first using the A-KID (or B-TID) to determine the HPLMN of the UE and further determine if the ECS/EES supports AKMA (or GBA) with that HPLMN. The ECS/EES can then request an AKMA (GBA) key using related interfaces. If these steps succeed then the ECS/EES can use AKMA (GBA) with the UE to establish the TLS connection. If any of these steps fails, the ECS/EES can try other methods, and complete the TLS handshake appropriately. 
Editor’s note: Clarification on the other methods is FFS. 

The TLS handshake protects the method from bidding down. 

The solution requires no new functionality to be supported.

Editor's note:
Details how different method hints are carried over negotiation, e.g. digest/token is FFS.

6.22.3
Solution evaluation 

With the inclusion of the list of UE supported authentication methods, the ECS/EES cannot determine which are the possible authentication methods. For example, considering AKMA scenario, based on the request from EEC, UE derives the AKMA key and A-KID irrespective of Home network supporting AKMA or not. Therefore, with the inclusion of A-KID it cannot be inferred as UE home network supporting it and trying it for every TLS establishment procedure. 

Further, UE and network are suppose to derive the related keys and/or parameters of the UE supported authentication methods for every TLS establishment irrespective of whether the network support/select it or not, leading to unnecessary resource consumption and overhead.
***End Change ***
