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1
Decision/action requested

This contribution resolves EN in Solution#7 for KI#1 of TR 33.882. 
2
References
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3
Rationale

This contribution proposes to resolve the following editor’s note related to solution #7 for KI#1 in clause 6.8 of TR 33.882 [1]. 
Editor’s note: If and how existing authentication mechanisms can be used to authenticate a PINE with a PEMC and a PEGC is FFS.

According to Solution#7 for KI#1, the PINE can be authenticated by PEMC/PEGC using security mechanisms specific to the local interface. This contribution gives examples how these mechanisms can be employed.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.870 [1].

*** START of CHANGE ***

6.8
Solution #7: Authentication and Authorization of PINE Elements

6.8.1
Introduction

This solution addresses KI#1. 

As per KI#1, the PIN Elements in a Personal IoT Network need to be authenticated and authorized. According to the conclusions of TR 23.700-88 [2] the PIN Elements are authorized locally by the PEMC, which is a UE belonging to the PIN and having PIN management capability.  Furthermore, the PIN Elements are allowed or disallowed to join the network by the PEGC, which is a UE belonging to the PIN and having PIN gateway capability. The PEMC and PEGC are authenticated and authorized as 5G UEs by the 5GC using existing procedures. Application-level authentication and authorization can use existing specifications e.g., CSA Matter [4]. 
6.8.2
Solution details
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Figure 6.8.2-1: PINE Authentication and Authorization

Figure 6.8.2-1 depicts the main steps of this solution.

In reference to Figure 6.8.2-1:

1. Authentication and authorization are performed between UEs (PEMC and PEGC) and the 5GC using existing 5G UE authentication and authorization procedures. 

2. The AF provisions the policy and other necessary parameters to the 5GC, PEMC and PEGC using application layer provisioning procedures. Step 2 can also be performed prior to step 1.  
NOTE:
Steps 1 and 2 is not specific to PINE authentication.
3. PIN Element establishes connection to the PEMC and PEGC using the local interface e.g., PC5, WLAN or Bluetooth, and performs authentication with PEMC and PEGC using security mechanisms specific to the local interface. 
For example, in case of WLAN, for PINE authentication WPA personal/enterprise mode can be used, where PINE acts as a supplicant and PEMG/PEGC acts as an authenticator, optionally utilizing an authentication server local to the PIN. 
Upon successful authentication with PEMC, PIN Element is authorized by the PEMC to join the PIN. PEMC and PEGC can be either the same or separate UEs. 


4. After being authorized by the PEMC to join the PIN, the PIN Element requests data transfer to the PEGC. This request uses transport and/or application layer messages and is implementation specific. 

5. [Optional] The data transfer request from step 4 triggers the establishment of data connection between the PEGC and 5GC. If the data connection already exists and can be reused for PIN traffic, then Step 5 is not needed.

6. The PEGC accepts/rejects the PIN Element request for data transfer from step 4. Similarly, to step 4, step 6 uses transport and/or application layer messages and is implementation specific. 
7. The PIN Element uses the application layer mechanisms (including security mechanisms) to establish secure communication with other entities in the PIN (such as other PIN Elements, the PEMC, PEGC or AF). Step 7 can happen concurrently with steps 4, 5 and 6. Step 7 uses procedures of existing standards such as e.g., CSA Matter [4].
Editor’s note: Concurrency of step 7 with other steps needs further clarification.

6.8.3.
Evaluation

TBD.

*** END of CHANGE ***
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