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1
Decision/action requested

This contribution proposes to resolve the EN of  solution#14.
2
References

 [1]
3GPP TR 33.738 “Study on security aspects of enablers for Network Automation for 5G - phase 3”

3
Rationale

This contribution proposes to resolve the EN of solution#14

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.738.

***BEGIN OF First CHANGE***

6.14
Solution #14: Protection of data and analytics exchange in roaming case using Secure Multi-party Computation
6.14.1
Introduction

This solution is addressing on KI#1. 

In the scenario where the NWDAF consumer collects data from multiple PLMNs, PLMNs need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements. But if the data processed method used by different PLMNs is different, it is possible that the data converged in NWDAF consumer could not be effective used. 
To ensure data provided by multiple data sources can be used and to protect sensitive data not exposed to other operators, this solution proposes a security protection scheme based on secure multi-party computation. 
6.14.2
Solution details

6.14.2.1 Data Privacy Computing Function DPCF
This contribution introduce a data privacy computing function to proceed data anonymization or desensitization.
When the NWDAF of the visited network initiates a data request across the network, it sets a priority list (1, 2, 3...) according to the number of destination operators, and assigns the priority value to different home operators though  encapsulating the value "priority=X (X=1, 2, 3...)" in the service request message. The parameter “priority indicator” includes the priority of the current network, the priority of other networks and the network address. After the home operator NFp receives the service request, the NFp returns the requested data and priority value to the data privacy computing function DPCF. After the DPCF receives the data and the priority value, the DPCF1 of the home network PLMN1 with the higher priority initiates an request to the DPCF2 of the other home network PLMN2 with the lower priority. After the DPCF2 verifies the priority, the DPCF1 and DPCF2 will use secure multi-party computation to proceed data anonymization or desensitization.

6.14.2.2 Data collection protection architecture based on Secure Multi-party Computation
The scenario is NWDAF in visit network collecting data from multiple home operators, DPCF performs a secure multi-party computation process.
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Step 1: The visiting NWDAFc sends a token request to the hNRF of the home network via vNRF. The message should contain NF consumer type, target NF type, expected NF Service name and requested data type.
Step 2: The home network hNRF verifies the relevant parameters and the requested data type, then determines whether the requested data type can be obtained by the visiting operator according to the local policy. 
Step 3: If the verification is ok, hNRF returns the token to NWDAFc, and the data type that can be obtained should be indicated in the token.
Step 4: NWDAFc sends a data collection request to NWDAF1 of PLMN2, carrying parameters including token, PLMN ID, and priority indicator.
Step 5: The home NWDAF verifies the service request, including verifying token, PLMN ID and whether the data type in the token is consistent with the requested data. 
Step 6: NWDAF1/NWDAF2 collects data from other NFs
Step 7: NFWDAF1/NWDAF2 returns the raw data and priority indicator to DPCF.
Step 8: DPCF1 initiates secure multi-party computation process with DPCF2 in other home operators network..
Note: DPCF2 in PLMN3 needs to receive unprocessed data and priority indicator returned from NWDAF2.
Step 9: DPCF1/DPCF2 returns the processed data to NWDAFC
Editor’s note: The procedure needs to align with SA2.
NOTE: The participant operators need to agree on secure MPC scheme.

Editor’s Note: The necessity of the new interface is FFS.
6.14.3
Evaluation


This solution fulfill the requirement of KI #1 when  NWDAF consumer collects data from multiple PLMNs.
This solution requires a new network function and requires the participant operators agree on the  secure MPC scheme.

*** END OF First CHANGE ***
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