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Decision/action requested

Approve the KI for Management of Bulk Certificate Updates for SBA leading to DoS  
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References
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3GPP TR 33.876: Study on Standardising Automated Certificate Management in SBA
3
Rationale

When many network functions and/or services require certificate updates simultaneously (due to expiry or revocation), there is a possibility of system overload due to a large volume of message exchanges triggered by automated certificate management procedures. 
3GPP TR 33.876 key issue 5.3.1 states the scenario when a vast number of NF instances and services simultaneously require certificate updates, which may lead to congestion and/or overload in the automated certificate management framework, leading to temporary service unavailability.

This contribution provides a solution to address overload situations during such scenarios.
4
Detailed proposal

******************** Start of First Change **************************************************
6.X
Solution #X: Ensuring the management of bulk certificate updates
6.X.1
Introduction

The solution addresses the security threat of KI#3 related to the potential partial or complete disruption of the automated certificate management framework due to a similtuneous update / renewal of a vast number of certificates. 

The following scenarios are examples where bulk certificate updates may be required:

· Operator or an automation function determines a need to update many certificates due to a compromised algorithm, or compromised key, or revoked certificate.

· Many simultaneous alarms indicating the need to renew a huge number of certificates that are about to expire.

· CA may announce revocation of some CA certificates. If some of the root certificates, being used to sign several certificates for various NFs, are revoked, this action can lead to simultaneous updates of certificates for many network functions.

· Certificate Revocation List (CRL) may be updated with new certificate revocations, which can affect a large number of NFs.
In order to cater to various possible triggers of bulk certificate updates, the solution proposes a new network management functionality named in this solution as Certificate Update Orchestrator (CUO). Such a functionality can be implemented as part of the MANagement and Orchestration (MANO).
6.X.2
Solution details

CUO performs the following actions in order to mitigate the risks of automated certificate management leading to service un-availability.

· Monitoring of certificate expiry related alarms reported by network management systems

· Monitors CA announcements for certificate revocations

· CUO may subscribe to CA announcement notifications

· Monitors CRL/OCSP data stores for certificate revocations

· CUO may subscribe to notifications from applications that monitor changes / updates in CRL/OCSP data stores

· Accept certificate update triggers from the operator or an automation related function.

To ensure the proper management of the certificate updates for a large number of NFs, CUO may perform the following actions:

· Stagger the certificate updates in time such that only a small amount of certificate updates is ongoing simultaneously, while ensuring the updates are done within the stipulated time, especially for those that are close to expiry.

· Prioritize the certificate updates for those certificates having lesser time remaining for expiry.

6.X.3
Evaluation

TBD
************************** End of First Change *********************************************

