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1
Decision/action requested

This contribution proposes to update Solution #8
2
References

 [1]
3GPP TR 33.738 Study on security aspects of enablers for Network Automation for 5G - phase 3
3
Rationale
This contribution proposes to update Solution #8.

Since SA2 concluded that “A central NF is used as entry point to exchange analytics in roaming scenario between HPLMN and VPLMN”, this contribution align the SA3 solution with the SA2 conclusion to use NWDAF as the default central NF.

4
Detailed proposal

It is proposed to approve the following changes in TR 33.738.

***
START OF CHANGE
***

6.8
Solution #8: Protection of data and analytics exchange in roaming case

6.8.1
Introduction

This solution is addressing on KI#1. 

As per Key Issue #3 in TR 23.700-81 [6], the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN in roaming scenario. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements. 
This contribution proposes a new data exchange protection method by expanding the  parameters of token requests, and the verification by NRF, ensuring that only the data permitted by the NRF can be provided to other PLMNs.
6. 8.2
Solution details

This contribution proposes a new data exchange protection method by expanding the  parameters of token requests, and the verification by NRF, ensuring that only the data permitted by the NRF can be provided to other PLMNs.
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6.8.2-1: Protection of data and analytics exchange in roaming case
Step 1: NWDAFc send token request to the vNRF, the message should carry the NF consumer type, target NF type, expected NF Service name and requested data type. The target NF type should be NWDAF.

NOTE: The requested data type that would be verified by hNRF could be the requested data information. For example, the hNRF can configure a list to indicate which data or data type can be provided to other PLMNs.

Step 2: vNRF forward the token request and the parameters to hNRF. 
Step 3: The home network hNRF verifies the parameters included the requested data type, then determines whether the requested data type can be obtained by the visited operator according to the local policy.

Step 4: If the verification is ok, hNRF returns the token to vNRF, and the data type that can be obtained should be indicated in the token.

Step 5: The vNRF shall forward the Token_Get Response to NWDAFc
Step 6: NWDAFc send Nnwdaf_DataManagement_Subscribe message with token and its PLMN ID to NWDAFp of PLMN2.

Step 7: The home NWDAFp verifies the service request, including verifying token, PLMN ID and whether the data type in the token is consistent with the requested data. 
Step 8: NWDAFp send Nnf_EventExposure_Subscribe message to NF to collect data.
Step 9: NF returens raw data to NWDAFp.
Step 10: Data anonymization or desensitization based on operator’s policy.

NOTE: The anonymization or desensitization method of data or analytics should be left for implementation.
Step 9: NWDAFp returns the processed data to NWDAFc.


6.8.3
Evaluation

TBD.

***
END OF CHANGE
***
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