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1
Decision/action requested

This pCR provides a Solution to address KI#2 in TR 33.884.
2
References

[1]
3GPP TR 33.884, ‘Study on security of application enablement aspects for subscriber-aware northbound API access (FS_SNAAPPY)’, Release 18.

3
Rationale

The pCR provides a solution to address KI#2.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.884

*****Start of Change 1*****
6.Y
Solution #Y: Resource Owner based authorization for resource access
6.Y.1
Introduction 

The solution addresses Key Issue #2.

The solution describes the method to receive and revoke authorization as required from an authenticated Resource owner to control access to resource(s) of a resource owner. Figure 6.Y.2-1 shows the resource authorization procedure to allow access to resources. 

6.Y.2
Solution details
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Figure 6.Y.2-1: Resource authorization procedure to allow access to resources

The steps shown in Figure 6.Y.2-1 is described as follows:

1-2. During the primary authentication procedure, the UDM may also indicate to the AUSF whether CAPIF keys need to be generated for the UE (i.e, resource owner). If the CAPIF Indication is included, the UDM may also include GPSI and CAPIF Function information (i.e., ID/address).

3. If the AUSF receives the CAPIF indication from the UDM, the AUSF and UE following a successful primary authentication can generate CAPIF Key and an ID (to identify the CAPIF Key for the UE) from the AKMA Key.

NOTE: The inputs used in the CAPIF key and ID generation can be upto the normative phase.

4a. The AUSF based on CAPIF Function information, sends resource owner authorization data notification request to the CAPIF function which can include the UE ID (i.e., GPSI), CAPIF key and the ID.

4b. The CAPIF Function stores the received information and sends a sends resource owner authorization data notification response to the AUSF.

5. The AUSF sends the CAPIF Function information and GPSI to the AMF and the AMF forwards the information to the UE over the NAS transport.

6a. The UE initiates a resource owner data notification trigger with GPSI and a freshness parameter to the CAPIF function. 

Optionally, prior to step 6a, the UE may trigger resource owner registration request with the CAPIF function by sending a GPSI and then can establish a secure connection based on CAPIF Key. The CAPIF function then sends a resource owner ID and lifetime (for the resource owner registration) following a successful resource owner registration.

6b. The CAPIF function and the UE (resource owner) establishes secure connection using the resource owner key generated from the CAPIF Key, the freshness parameter and using and other inputs if requried. 

7. The UE sends a resource owner data exposure notification with resource owner identifier, and user consent data which includes application identifier, service data and consent status.

8. The CAPIF function based on local policy can determine to store the received information in the UDM/UDR.

9a. The CAPIF function sends the user consent data notification to the UDM/UDR with the GPSI and user consent data.

9b. The UDM/UDR sends the user consent data acknowledgement to the CAPIF function.

10. The CAPIF function can send an acknowledgment to the UE in a resource owner data exposure response.

For User consent data update/revocation, steps 7-10 can be reused by the UE to send consent status with update/revocation information.

6.Y.3
Evaluation

TBD
*****End of Change 1*****
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