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1
Decision/action requested

This pCR proposes a solution to KI#6 in TR 33.738.
2
References

[1]
3GPP TR 33.738, ‘Study on security aspects of enablers for Network Automation for 5G - phase 3’.
3
Rationale

This pCR provides a solution to KI#6 on Cyber-attack detection.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.738

*****Start of Change 1*****
6.Y
Solution #Y: Cyber attack detection using an analytics function
6.Y.1
Introduction

The solution addresses KI#6 on Cyber-attack detection. 

KI#6 describes that, to achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs and provide alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them. Further KI#6 also considered two example cases such as (i) fraudulent relay nodes which may modify or change messages between the UE and the RAN and (ii) DoS attacks related to network entities (e.g., RAN and Core network). Therefore, the solution considers various following cases where cyber attack detection can be possible: (i) A UE-network relay misbehaves with the UE during direct connection (e.g., prose), (ii) A UE misbehaves with the UE-network relay in the direct connection, (iii) A UE misbehaves with another UE in direct connection (e.g., in V2X or U2X cases) and (iv) a UE misbehaves (e.g., launches cyber attack) with the network.
6.Y.2
Solution details
The cyber attack detection solution is described below by using NWDAF as the analytics function, but the solution does not prevent to use any equivalent analytics function if required to be considered.
Cyber attack detection over the UEs or UE-network relay(s):

The data collection and analytics procedure related to cyber attack detection among UEs aswell as UE-network relay (i.e., case i, ii, iii) is shown in Figure 6.Y.2-1. 
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Figure 6.Y.2-1 UE Data Collection and analytics procedure for cyber-attack detection

The steps shown in Figure 6.Y.2-1 is described as follows:

Precondition: The UE is registered to the network. The UE may be involved in a direct communication set up related message exchange or have already set up a direct communication link (e.g., over PC5) with another UE or a UE-network relay’. 

1. OAM/any NF/AF (i.e., the service analytics consumer) subscribes to the UE malicious behaviour (or misbehaviour) related analytics information by invoking the Nnwdaf-AnalyticsSubscription-Subscribe service operation message, with the analytics ID (set to the malicious UE behaviour analytics), list of event ID(s) (malicious UE behaviour, cyber attacks, threats, DoS, DDoS, received messages (e.g., malformed messages) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized configuration change/operational change, any errors notification, repeated authentictaion failure, repeated communication link failure etc.,), target of analytics (indicates one or more UE IDs such as SUPIs /GPSIs/ relay IDs). A UE malicious behaviour (or misbehaviour) related analytics can be alternatively termed as UE attack detection analytics.
2. The NWDAF based on local configuration subscribes to the AF for the event exposure services (i.e., via NEF if the AF is located externally) to be notified for data on event related to UE misbehavior report (additional event IDs may be indicated based on step 1) and includes target of reporting as one or more UEs (identified with SUPI or GPSI). 

3. The UE anytime determines that the other entity (e.g., another UE or a UE to network relay) involved in the direct communication is suspected to misbehave or performs any malicious behavior (e.g., violates a normal behavior) as listed below:

-
if the other UE or a ‘UE-network relay’ involved in the direct communication, repeatedly causes direct communication link failure;

-
if any of the message exchange related to direct communication contains traffic or data which deviates from the standard message exchange protocol/format;

-
if the other UE or a ‘UE-network relay’ executes any unknown operation that cannot be recognized by the UE; 

-
if the other UE or a ‘UE-network relay’ attempts any flooding of data which exceeds the configured limit or processing capability; 

-
if the UE identifies any error in the direct communication set up procedure which is run with the other UE or a ‘UE-network relay’: (or)

-
if the UE identifies any error in the direct communication link that is established with the other UE or a ‘UE-network relay’.

The UE then generates a misbehaviour report with event ID (related to the UE misbehaviour report), source identity(ies) (i.e., SUPI/GPSI, source layer-2 ID, application level ID), target identity(ies) (i.e., destination layer-2 ID, application level ID of the UE or relay UE ID of the UE-network relay (e.g.,based on the type of destination device)), application ID, traffic telemetry data (e.g., data collected by the UE from the other UE/UE-network relay, which includes the suspicious data/message that violate the normal behaviour), serving prose/v2x/u2x function ID, and timestamp. Alternatively, for the case where the UE-network relay experiences misbehavior from another UE, in the UE misbehaviour report, the source identities can be related to the relay UE and the destination identities can be that of the other misbehaving UE. 

4-5. The UE setup an application session with an application function (AF) based on the local configuration (e.g., using AF ID (e.g., with FQDN) and sets up a secure connection based on AKMA. The UE further provides the misbehaviour report to the AF over established the application session.

6. The AF sends to the NWDAF, the Naf_Event_Exposure Notify message which includes the misbehavior report (received from the UE in step 5).

NOTE: The AF notifies the misbehaviour report to the NWDAF via NEF if the AF is located external to the network.
7. The NWDAF performs UE misbehaviour analytics by using the data collected and received in the misbehavior report.

8.  The NWDAF notifies the service consumer using the Nnwdaf_AnalyticsSubscription_Notify (or) Nnwdaf-AnalyticsInfo-Request response (i.e., based on the request), the Analytics Reporting Parameters which includes the event specific UE malicious behavior analytics related statistics and prediction output as shown in Table 6.Y.2-1 and 6.Y.2-2 respectively.

Table 6.Y.2-1: UE misbehaviour/malicious behaviour Statistics

	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the misbehaviour or abnormal/malicious behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother)/threat, malfunction, overload, software issues, or issues with service (Prose/V2X/U2X) specific information accordingly.

	> List of malicious/misbehaving UEs
	UE Identification information (i.e., UE IDs) related to UEs and UE-network relays that are identified as malicious UEs/misbehaving UEs

	> List of impacted UEs and relays
	UE Identification information (i.e., UE IDs) related to UEs and UE-network relays impacted due to the UE malicious behaviour/Cyber attack/Exceptions.

	> Amount of UE
	Estimated number of UEs affected by the Exception 

	> Amount of Relay/UE-network relay
	Estimated number of Relay/UE-network relay affected by the Exception 

	> Exception category
	Indication if the UE/relay misbehaviour is an attack or genuine error 


Table 6.Y.2-2: UE misbehaviour/malicious behaviour Predictions

	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the misbehaviour or abnormal/malicious behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother)/threat, malfunction, overload, software issues, or issues with service (Prose/V2X/U2X) specific information accordingly.

	> List of malicious/misbehaving UEs
	UE Identification information (i.e., UE IDs) related to UEs and UE-network relays that are identified as malicious UEs/misbehaving UEs

	> List of impacted UEs and relays
	UE Identification information (i.e., UE IDs) related to UEs and UE-network relays impacted due to the UE malicious behaviour/Cyber attack/Exceptions.

	> Amount of UE
	Estimated number of UEs affected by the Exception 

	> Amount of Relay/UE-network relay
	Estimated number of Relay/UE-network relay affected by the Exception 

	> Exception category
	Indication if the UE/relay misbehaviour is an attack or genuine error 

	> Confidence 
	Confidence of this prediction


Cyber attack detection over the network:
A service consumer (i.e., OAM/AF/NF) can subscribe to the NWDAF and get notified about the malicious behaviour related analytics associated to one or more UEs using the procedure shown in Figure 6.Y.2-2.
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Figure 6.Y.2-2 Network Data Collection and analytics procedure for cyber-attack detection

The steps shown in figure 6.Y.2-2 is described as follows:

1.
The analytics service consumer subscribes to the network attack detection related analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation message, with the analytics ID (set to the malicious behaviour), list of event ID(s) (related to UE malicious behaviour, attacks/threats (e.g., cyber-attack, DDoS, etc.,), received messages (e.g., malformed messages, malicious data) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, repeated authentication failure), target of analytics (indicates UE ID(s) i.e., such as SUPI or a group of UEs (an Internal Group ID), analytics filter can be optionally included (e.g., as area of interest, S-NSSAIs, DNN, and Application ID) and may include other information for the analytics according to TS 23.588 Clause 6.1.3.

NOTE:
In the case of untrusted AF the Target of Analytics Reporting can be a GPSI or an External Group Identifier that is mapped in the 5GC to a SUPI or an Internal Group Identifier as described in TS 23.288.

If the service consumer is already subscribed to the network attack detection related analytics information, the service consumer requests analytics information by invoking Nnwdaf_AnalyticsInfo_Request service operation with the respective analytics ID and the target of analytics.
2.
When a request for analytics information is received, the NWDAF determines whether triggering new data collection is needed. 

3. If the NWDAF determine to perform data collection, it need to subscribe to 5GC NFs (i.e., serving AMF, serving SMF, AFs (i.e., via NEF if located externally)) and OAM according to the target of analytics (i.e., UE IDs) for related event exposure services to be notified for data on a set of events (as described in TS 23.588 Clause 6.2.2.1) as requested by the service consumer in step 1.  

The NWDAF subscribes to set of event IDs (related to UE malicious behaviour, attacks/threats (e.g., cyber-attack, DDoS, etc.,), received messages (e.g., malformed messages, malicious data) violating predefined service operation input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, repeated authentication failure) by invoking the Nnf_EventExposure_Subscribe service operation (in case of AF being the data producer, the NWDAF can use Naf_EventExposure_Subscribe service operation) along with the UE IDs. 

4. If the NWDAF subscribes to the set of event IDs (as in step 3), the NF manages the inference data which includes all event related information.

5. The NF notifies the NWDAF (e.g., event specific inference data) by invoking the Nnf_EventExposure_Notify service operation.

NOTE: If the data need to be collected from an AF, then in steps 3-5, the target AF will be involved instead of NF and if the AF is not trusted, then the event exposure is invoked via the NEF.
6. The NWDAF can also collect data from OAM (e.g., related to Radio link failure report, handover failure report described in TS 37.320) using the procedure specified in TS 23.288 Clause 6.2.3.

7. The NWDAF peforms the requested analytics using the data collected from the NFs, AFs, and OAM.

NOTE: The UE malicious behaviour analytics related implementation logic can be upto Operator’s implementation and it is out of 3GPP scope.

8. If the service consumer is subscribed to analytics information, the NWDAF notifies the service consumer (i.e., based on the request from the service consumer using Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response service operation), the Analytics Reporting Parameters includes the event specific network attack detection analytics information with the corresponding attack detection and threat alerts respectively as shown in the table 6.Y.2-3 and 6.Y.2-4 respectively.
Table 6.Y.2-3: Network attack detection Statistics

	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as related to UE malicious behaviour, configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother threat), overload/flooding, software issues accordingly.

	> List of malicious UEs
	UE Identification information (i.e., SUPIs/ Internal Group IDs) related to UEs that are identified as behaving maliciously.

	> List of impacted network functions
	Identification information of all the impacted NFs, AFs and RAN node (i.e., gNB) associated due to the UE malicious behaviour.

	> Amount
	Estimated number of NFs, AFs and RAN nodes affected by the Exception 

	> Exception category

	Indication if the UE behaviour is an attack or genuine error


Table 6.Y.2-4: Network attack detection Predictions
	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	> Exception ID
	The risk detected by NWDAF

	> Exception Level
	Scalar value indicating the severity of the abnormal behaviour

	> Exception trend
	Measured trend (up/down/unknown/stable)

	> Cause
	Indicates the cause for the exception and alerts such as related to UE malicious behaviour, configuration issues, type of attack (e.g., cyber attack/DoS/DDoS or anyother threat), overload/flooding, software issues accordingly.

	> List of malicious UEs
	UE Identification information (i.e., SUPIs/ Internal Group IDs) related to UEs that are identified as behaving maliciously.

	> List of impacted network functions
	Identification information of all the impacted NFs, AFs and RAN node (i.e., gNB) associated due to the UE malicious behaviour.

	> Amount
	Estimated number of NFs, AFs and RAN nodes affected by the Exception 

	> Exception category

	Indication if the UE behaviour is an attack or genuine error

	> Confidence
	Confidence of the prediction


6.Y.3
Evaluation

This solution describes the methods to collect data from the UEs and the network to enable cyber attack detection and related output analytics provision in the network.
The cyber attack detection solution is described by using NWDAF as the analytics function, but the solution does not prevent to use any equivalent analytics function if required to be considered.
*****End of Change 1*****
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