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1	Overall description
SA3 would like to thank GSMA for the LS on the IMS Data Channel Security Mode(UPG04_109) and would like to reply to the following questions:
Question 1 to SA3: Is end-to-end (e2e) security mode described in IETF RFC 8831 allowed for IMS data channel? What’s the reason for 3GPP SA3 just specifying the end-to-access-edge (e2ae) security mode for IMS data channel and leaving out e2e security mode?
SA3 thinks that e2e security mode described in IETF RFC 8831 should be allowed for IMS data channel. The reason why the current specs just specify the end-to-access-edge (e2ae) security mode for IMS data channel is due to Web Gateway functionality in TS 24.371, where WebRTC data channel media is only present on access, carrying only either MSRP or BCFP content as sub-protocols to WebRTC data channel, as an extension of IMS MSRP/BFCP media into the WebRTC domain used on access. In that scenario, WebRTC data channel (and thus DTLS) is always terminated at IMS-AGW access side and only carrying the unencrypted payload of WebRTC data channel, that is MSRP or BFCP, in the IMS core. Thus, in that scenario/use case, DTLS was never used in IMS core and there was thus no reason to specify anything else than e2ae security. 
Question 2 to SA3: If end-to-access-edge (e2ae) security mode is required by 3GPP, then whether the IMS-AGW will setup another DTLS association to the remote peer (e.g. IMS-AGW, Data Channel Server) to transmit IMS data channel contents and in that process IMS-AGW will play the role of DTLS client and the remote end as DTLS server?
SA3 thinks that in this case the IMS-AGW would need to be capable of acting both as DTLS client and server. The media-level SDP “a=setup” attribute is used to decide/negotiate which role the IMS-AGW is,but it generally cannot be relies on that it always becoming one or the other. Moreover it also adds extra decrypt/encrypt load to IMS-AGW.Also, SA3 thinks this is not e2e security which is required by RFC 8331 rather than hop-by-hop security. In general ,this is not a recommended solution by SA3.
Question 3 to SA3: Whether the 3GPP Rel-17 IMS-AGW supporting Mb interface defined in 3GPP TS 23.002 would allow the data media pass-through to the next network element. That is whether IMS-AGW lacking support for e2ae security mode or having it disabled would permit the IMS data channel transport to the next IMS element on the path or rather this should fail according the current standard.
From SA3’s point of view, this could be an applicable and preferred solution with minimal impact on the existing IMS-AGW. SA3 has proposed a solution for the upcoming SA3#109 meeting to allow DCMF/enhanced MRF be transparent to DTLS traffic between Mb and MDC2 reference points, then e2e security is achieved between the UE and the DC Application Server.SA3 will inform GSMA if the conclusion is made.
Question 4 to SA3: Whether DTLS encryption can be applied at Network to Network reference points in the case when e2ae security mode is used on User to Network reference point? That is whether the Izi media plane interface defined in 3GPP TS 29.165 or Mb media plane interface defined in 3GPP TS 23.002 can enable media plane encryption over NNI when e2ae security mode is used over UNI?
SA3 thinks that DTLS encryption could be applied to Izi or Mb interface but it is not recommended from SA3’s point of review.
2	Actions
To GSMA:
ACTION: 3GPP SA3 kindly asks GSMA to take the above into account.

3	Dates of next TSG SA WG 3 meetings
SA3#109Bis-e	16 - 20 January 2023	electronic meeting
SA3#110	20 -24 February 2023	TBD (EU)


