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1
Decision/action requested

Approval of pCR
2
References

3
Rationale

It is pointless creating a secury key exchange if the keys are not then stored securely. 

4
Detailed proposal

************ START OF CHANGES ************

5.X
Key Issue #X: Protection of private keys at rest
5.X.1
Key issue details

The TLS process produces private keys that need to be kept secure at rest.
5.X.2
Security threats

If the private keys are not stored securely, then an attacker can access the keys and then emulate the SBA service as though it is the genuine service leading to data loss and the ability to perform Man in the Middle attacks.
5.X.3
Potential security requirements

Private keys shall be securely stored at rest.
Where a private key is stored internally to a service then it should be encrypted and integrity protected.

Where a private key is stored in a secure central key repository, then the repository should be at least as secure as the key agreement method and the communications between the SBA service and the secure central key repository shall also be secured.
************ END OF CHANGES ************



