3GPP TSG-SA3 Meeting #109	S3-221814
Toulouse, France, 14 – 18 November 2022                                             Revision of S3-22xxxx	
Source:	Nokia, Nokia Shanghai Bell
[bookmark: _Hlk118725350]Title:	solution for KI#2 temporary slice authorization in NSSAA
Document for:	Approval
Agenda Item:	5.12
1	Decision/action requested
Approve the new solution to TR33.886
2	References
[1]	3GPP TR 23.700-41 “Study on enhancement of network slicing; Phase 3”
[2]	3GPP TR 33.886 "Study on enhanced security for Network Slicing Phase 3"
3	Rationale
The contribution proposes solution for KI#2 to solve potential issue on network slice specific authentication and authorization caused by temporary slice. As NSSAA procedures are defined in SA3 (see clause 16 of 33.501) and referred by SA2 and CT specifications, it could be valid to discuss potential changes on NSSAA procedure and revocation of NSSAA procedure in SA3.
All content in the change part is new.
4	Detailed proposal
***************  Start of 1st change  ************
[bookmark: scope][bookmark: _Toc107826378]5.X	Solution #X: temporary slice authorization in NSSAA
[bookmark: _Toc107826379]5.X.1	Introduction
The solution address KI#2 temporary slice authorization.
The solution proposed to enhance NSSAA procedure to add validity/termination timer of a temporary slice in NSSAA authentication request as optional parameter. If it's existed, AAA-S store the timer together with the S-NSSAI per UE. AAA-S cleanups local status linked to the GPSI+S-NSSAI, and triggers NSSAA revocation procedure when detect timeout of the temporary slice. The AAA-s may include a slice timeout indication in the revoke auth request. 
After received revoke auth request with the slice timeout indication, NSSAAF cleans-up local status related to the GPSI+S-NSSAI, then sends response to AAA-S without further notifying AMF, as it assumed the AMF and UE will remove the S-NSSAI locally.
[bookmark: _Toc107826380]5.X.2	Solution details
5.X.2.1 NSSAA procedure for temporary slice



Figure 5.x.2-1 NSSAA procedure for temporary slice

1.	For S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization, based on change of subscription information, or triggered by the AAA-S, the AMF may trigger the start of the Network Slice Specific Authentication and Authorization procedure.
	If Network Slice Specific Authentication and Authorization is triggered as a result of Registration procedure, the AMF may determine, based on UE Context in the AMF, that for some or all S-NSSAI(s) subject to Network Slice Specific Authentication and Authorization, the UE has already been authenticated following a registration procedure on a first access. Depending on Network Slice Specific Authentication and Authorization result (e.g., success/failure) from the previous Registration, the AMF may decide, based on Network policies, to skip Network Slice Specific Authentication and Authorization for these S-NSSAIs during the Registration on a second access.
	If the Network Slice Specific Authentication and Authorization procedure corresponds to a re-authentication and re-authorization procedure triggered as a result of AAA Server-triggered UE re-authentication and re-authorization for one or more S-NSSAIs, as described in 4.2.9.2 of TS 23.502, or triggered by the AMF based on operator policy or a subscription change and if S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization are included in the Allowed NSSAI for each Access Type, the AMF selects an Access Type to be used to perform the Network Slice Specific Authentication and Authorization procedure based on network policies.

2.	The AMF may send an EAP Identity Request for the S-NSSAI in a NAS MM Transport message including the S-NSSAI. This is the S-NSSAI of the H-PLMN, not the locally mapped S-NSSAI value.
3.	The UE provides the EAP Identity Response for the S-NSSAI alongside the S-NSSAI in an NAS MM Transport message towards the AMF.
4.	The AMF sends the EAP Identity Response to the NSSAAF in a Nnssaaf_NSSAA_Authenticate Request, the request includes EAP Identity Response, GPSI, S-NSSAI and optionally a validity timer.
NOTE:	If the UE subscription includes multiple GPSIs, the AMF uses any GPSI in the list provided by the UDM for NSSAA procedures.
5.	If the AAA-P is present (e.g., because the AAA-S belongs to a third party and the operator deploys a proxy towards third parties), the NSSAAF forwards the EAP ID Response message, together with optionally a validity timer from AMF  to the AAA-P, otherwise the NSSAAF forwards the message directly to the AAA-S. The NSSAAF is responsible to send the NSSAA requests to the appropriate AAA-S based on local configuration of AAA-S address per S-NSSAI. The NSSAAF uses towards the AAA-P or the AAA-S an AAA protocol message of the same protocol supported by the AAA-S.
6.	The AAA-P forwards the EAP Identity message to the AAA-S addressable by the AAA-S address together with S-NSSAI , GPSI and optionally a validity timer. The AAA-S stores the GPSI and S-NSSAI to create an association with the EAP Identity in the EAP ID response message, so the AAA-S can later use it to revoke authorization or to trigger reauthentication. AAA-S also stores the validity timer, if it existed, together with the GPSI and S-NSSAI. AAA-S will trigger authentication revocation on the S-NSSAI of the GPSI when the timer expired.
7-14.	EAP-messages are exchanged with the UE. One or more than one iteration of these steps may occur.
15.	EAP authentication completes. The AAA-S stores the S-NSSAI for which the authorization has been granted, so it may decide to trigger reauthentication and reauthorization based on its local policies. An EAP-Success/Failure message is delivered to the AAA-P (or if the AAA-P is not present, directly to the NSSAAF) with GPSI and S-NSSAI.
16.	If the AAA-P is used, the AAA-P sends an AAA Protocol message including (EAP-Success/Failure, S-NSSAI, GPSI) to the NSSAAF.
17.	The NSSAAF sends the Nnssaaf_NSSAA_Authenticate Response (EAP-Success/Failure, S-NSSAI, GPSI) to the AMF.
18.	The AMF transmits a NAS MM Transport message (EAP-Success/Failure) to the UE. The AMF shall store the EAP result for each S-NSSAI for which the NSSAA procedure in steps 1-17 was executed.
19a.	[Conditional] If a new Allowed NSSAI (i.e. including any new S-NSSAIs in a Requested NSSAI for which the NSSAA procedure succeeded and/or excluding any S-NSSAI(s) in the existing Allowed NSSAI for the UE for which the procedure has failed, or including default S-NSSAI(s) if all S-NSSAIs in a Requested NSSAI or in the existing Allowed NSSAI are subject to NSSAA and, due to failure of the NSSAA procedures, they cannot be in the Allowed NSSAI)) and/or new Rejected S-NSSAIs (i.e. including any S-NSSAI(s) in the existing Allowed NSSAI for the UE for which the procedure has failed, or any new requested S-NSSAI(s) for which the NSSAA procedure failed) need to be delivered to the UE, or if the AMF re-allocation is required, the AMF initiates the UE Configuration Update procedure, for each Access Type, as described in clause 4.2.4.2 of TS 23.502. The AMF also adds the validity timer of the temporary slice in the UE configuration update message together with the allowed S-NSSAI. If the Network Slice-Specific Re-Authentication and Re-Authorization fails and there are PDU session(s) established that are associated with the S-NSSAI for which the NSSAA procedure failed, the AMF shall initiate the PDU Session Release procedure as specified in clause 4.3.4 of TS 23.502 to release the PDU sessions with the appropriate cause value.
19b.	[Conditional] If the Network Slice-Specific Authentication and Authorization fails for all S-NSSAIs (if any) in the existing Allowed NSSAI for the UE and (if any) for all S-NSSAIs in the Requested NSSAI and no default S-NSSAI could be added in the Allowed NSSAI, the AMF shall execute the Network-initiated Deregistration procedure described in clause 4.2.2.3.3 of TS 23.502 and it shall include in the explicit De-Registration Request the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value.









5.X.2.2 NSSAA revocation enhancement for temporary slice


Figure 5.x.2.1-1 AAA Server-initiated NSSAA procedure for temporary slice

1.	After a validity timer for a temporary slice expired, the AAA-S requests the revocation of authentication and authorization for the network slice identified by the S-NSSAI in the AAA protocol Revoke Auth Request message, for the UE identified by the GPSI in the same message. The AAA-S may send a slice timeout indication in the AAA revoke auth request. This message is sent to AAA-P if it is used.
2.	The AAA-P, if present, relays the request to the NSSAAF.
3.	After received revoke auth request with slice timeout indication, NSSAAF cleans up local status related to the GPSI+S-NSSAI and then sends response to AAA-S without further notifying the AMF. 

[bookmark: _Toc107826381]5.X.3	Evaluation
TBD

*************    End of the changes	*********
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