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1
Decision/action requested

 It is requested to approve the update to KI #1 of 3GPP TR 33.886
2
References
[1]
3GPP TR 33.886: "Study on enhanced security for phase 3 network slicing"
3
Rationale

This contribution proposes to update KI #1 of 3GPP TR 33.886.
4
Detailed proposal
*************** Start of the Change ****************

Key Issue #1: providing VPLMN slice information to roaming UE
4.1.1
Key issue details

The following requirement for a 5G network is specified in TS 22.261[2] in order to support a roaming UE activating network slice services

For a roaming UE activating a service/application requiring a network slice not offered by the serving network but available in the area from other network(s), the HPLMN shall be able to provide the UE with prioritization information of the VPLMNs with which the UE may register for the network slice

A related key issue is also being studied in TR 23.700-41 [3] for possible procedure changes to automatic PLMN selection for a roaming UE requiring a network slice not offered by the serving network but available in the area from other network(s). It is expected that the corresponding security procedure will be affected (e.g. Steering of Roaming in TS33.501 [4]) in order to support the HPLMN to provide a roaming UE the VPLMN slice information. 
In TR 23.700-41, the following conclusions are made. 

A slice based SoR mechanism to deliver enhanced slice-aware SoR information will reuse the current SoR mechanism defined in TS 23.122 [7] for SoR information delivery. The encoding of the enhanced slice-aware SoR information is in the CT1 remit.
The SoR container (which is used also to carry the enhanced slice-aware SoR information) from the UDM to the UE is security protected.
UDM requires knowing the support of the enhanced SoR information by theUE to deliver the enhanced slice-aware SoR information to the UE.
To securely deliver slice-aware information between UE and the home network, the SoR procedure should be enhanced in terms of security.
In this key issue, the following aspects will be studied: 
-
Would security procedures be impacted? If so which security procedures are impacted in support of HPLMN proving a roaming UE with information about prioritization information of the VPLMNs with which the UE may register for the network slice? 

- 
How to secure the procedures impacted. 
- 
How UE can securely send its capability information (i.e. supporting enhanced SoR information) to the home network via the visited network.
- 
How UDM can securely send enhanced slice aware information to the UE via the visited network.
4.1.2
Security threats
The AMF in the visited network may remove or modify capability information (i.e. supporting enhanced SoR information) that is sent from the UE to the home network.
The AMF in the visted network may remove or modify enhanced slice aware information that is sent from the home network to the UE.
4.1.3
Potential security requirements

5GS shall provide a means to securely send capability information (i.e. supporting enhanced SoR information) of UE to the home network via a potentially untrusted visted network.
5GS shall provide a means to securely send enhanced slice aware information to the UE via a potentially untrusted visted network.
*************** End of the Change ****************

