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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue in TR 33.700-28.
2
References

[1]
TR 33.700-28

Study on security aspects of satellite access
[2]
TR 23.700-28

Study on Integration of satellite components in the 5G architecture; Phase 2
3
Rationale

This pCR intends to introduce a new key issue into TR 33.700-28 [1] on protection of UE unreachability information provided to the UE, which is concluded in TR 23.700-28 [2] for architecture enhancement.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-28: "Study on Integration of satellite components in the 5G architecture; Phase 2".
[x]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
*************** Start of the 2nd Change ****************

5.X
Key issue #X: Protection of UE unreachability period retrieved by the UE
5.X.1
Key issue details 

As per clause 8.1 in TR 23.700-28 [2], it is concluded that UE unreachability period can be provided to the UE for power consumption optimization. UE unreachability period includes either timing information when UE moves out/in of NTN coverage or satellite coverage information at current and potential future locations of the UE. The satellite coverage information (e.g. ephemeris data) may be provided to the UE by the RAN via broadcasting of SIB information as per TS 36.331 [x]. SIB protection is investigated in the study on enhancement against false base stations. For enhancements compared to the solution relying on RAN, satellite coverage information can also be provided to the UE by 5GC/EPC or an AF or external server. 
5.X.2
Threats

If the UE receives falsified or tampered UE unreachability period information, the UE may be misled to deactivate its AS functions when it is still in satellite coverage, leading to service interruption; or the UE may be misled to keep active with AS functions when it is already out of coverage, leading to unnecessary power consumption. Both cases are a type of DoS attack on the UE.
5.X.3
Potential security requirements 
The 5GS/EPS shall provide a means for the UE to authenticate the entity providing UE unreachability period information. 
The 5GS/EPS shall provide a means for the UE to verify the integrity of the received UE unreachability period information. 
*************** End of the Changes ****************
