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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.893.
2
References

[1]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

Based on solution #4 in TR 33.893 [1], this pCR proposes an enhanced solution to address one of the requirements in Key Issue #2 in TR 33.893 [1] “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service”.

4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Token-based authorization of the role of the UE during Discovery
6.Y.1
Introduction 


This solution addresses Key Issue #2 on Authorization for Ranging/SL Positioning service. Specifically, it addresses the third requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service”.
This solution is an enhancement of solution #4. Authorization in solution #4 is performed during discovery interaction with the network by linking it with discovery security material generation and provisioning. But during discovery interaction between UEs over PC5, a misbehaving UE can still send a claimed role different from its authorized role to cheat the receiving UE, which is not able to verify whether or not the claimed role is the authorized role of the sending UE.
This solution introduces an authorization token (Auth-Token) which is generated and provisioned to the UE based on Solution #4. When broadcasting the discovery message, the sending UE includes the Auth-Token for its claimed role, which will be used by the receiving UE to authorize the claimed role by verifying the received Auth-Token. 
6.Y.2
Solution details

During the discovery interaction with the network, an authorization token (Auth-Token) is generated for the UE to be used for the requested Ranging/SL positioning service if the role of the UE is authorized by the network. The Auth-Token could be generated by the authorization entity, i.e. the Ranging Server or the UDM. Or the Auth-Token could also be generated by the entity generating discovery security material, i.e. the 5GDDNMF/PKMF, based on the required information provided by the authorization entity. The Auth-Token is provisioned together with the discovery security material to the UE by the 5GDDNMF/PKMF.
The UE then sends the Auth-Token in the broadcast discovery message. Then the receiving UE verifies the received Auth-Token in addition to the verification of the received message. In this way, a misbehaving UE claiming an unauthorized role is not able to cheat the receiving UE, which will respond to the sending UE only after successfully authorizing the role based on the Auth-Token.
Provisioning of the Auth-Token during discovery procedure
Option A:
Auth-Token generated by the Ranging Server or the UDM
Steps #1~#5 refer to an Announcing UE (A-UE):

Steps #1~#2 are the same steps as in Solution #4.

3.
The Ranging Server or the UDM of A-UE determines whether A-UE is allowed to play the role(s) corresponding to its capabilities (e.g. whether A-UE is allowed to act as a Target/Server UE), and then generates an Auth-Token for A-UE based on the authorization related information in the subscription or the service agreement.

4.
The Ranging Server or the UDM returns to the 5G DDNMF/PKMF of A-UE an Authorization Response which contains the matched role(s) of A-UE and the generated Auth-Token. 

5.
If the authorization with the Ranging Server or the UDM of A-UE is successful, the 5G DDNMF/PKMF of A-UE sends the Role(s) of A-UE and A-UE’s Auth-Token to the UE in the Discovery Response. 
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Figure 6.Y.2-a:
Auth-Token generated by the Ranging Server of the UDM
Steps #6~#15 refer to a Monitoring UE (M-UE):

Steps #6~#7 are the same steps as in solution #4.

8.
The Ranging Server or the UDM of M-UE determines whether M-UE is allowed to play the role(s) corresponding to its capabilities (e.g. whether M-UE is allowed to act as a SL Reference/Located UE), and then generates an Auth-Token for M-UE based on the authorization related information in the subscription or the service agreement.
9.
The Ranging Server or the UDM returns to the 5G DDNMF/PKMF of M-UE an Authorization Response which contains the matched role(s) of M-UE and the generated Auth-Token. 

Steps #10~#14 are the same steps as in solution #4.

15.
The 5G DDNMF/PKMF of M-UE sends the Role(s) of M-UE and the M-UE’s Auth-Token received in step #9 to the UE in the Discovery Response. 

Option B:
Auth-Token generated by the 5G DDNMF or PKMF

Steps #1~#6 refer to an Announcing UE (A-UE):

Steps #1~#2 are the same steps as steps #1~#2 in Option A.

3.
The Ranging Server or the UDM of A-UE determines whether A-UE is allowed to play the role(s) corresponding to its capabilities (e.g. whether A-UE is allowed to act as a Target/Server UE). 

4.
The Ranging Server or the UDM returns to the 5G DDNMF/PKMF of A-UE an Authorization Response which contains the matched role(s) of the A-UE and the authorization related information. 

5.
The 5G DDNMF/PKMF of A-UE generates an Auth-Token for A-UE based on the received authorization related information.

Step #6 is the same step as step #5 in Option A. 
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Figure 6.Y.2-b:
Auth-Token generated by the 5G DDNMF or PKMF
Steps #7~#17 refer to a Monitoring UE (M-UE):

Steps #7~#8 are the same steps as steps #6~#7 in Option A.

9.
The Ranging Server or the UDM of M-UE determines whether M-UE is allowed to play the role(s) corresponding to its capabilities (e.g. whether M-UE is allowed to act as a Reference/Located UE). 

10.
The Ranging Server or the UDM of M-UE returns to the 5G DDNMF/PKMF an Authorization Response which contains the matched role(s) of the M-UE and the authorization related information.

Steps #11~#13 are the same steps as steps #10~#12 in Option A.

14.
The Ranging Server or the UDM returns an Authorization Response indicating whether the authorization is successful. The response may also include more authorization information on the association between A-UE and M-UE in the requested service.

15.
If the authorization with the Ranging Server is successful, the 5G DDNMF/PKMF of A-UE responds to the 5G DDNMF/PKMF of M-UE with a Monitor Response message including the authorization information on the association between A-UE and M-UE in the requested service. 

16.
The 5G DDNMF/PKMF of M-UE generates an Auth-Token for M-UE based on the authorization related information received in steps #10 and #15.

Step #17 is the same step as the step #15 in Option A. 
The use of the Auth-Token during discovery procedure
The Use of Auth-Token in Discovery Message over PC5 – Model A
1.
A-UE starts announcing. A-UE forms the announcement message and protects it with the discovery security material. The announcement message also contains the claimed role of A-UE and its Auth-Token provisioned by the network.

2.
M-UE listens for and receives an announcement message containing the Auth-Token of A-UE and verifies the message with the discovery security material. 

3.
M-UE determines whether the claimed role pf A-UE in the announcement message is the role it monitors for. M-UE then further authorizes the claimed role of A-UE using the Auth-Token received from A-UE.
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Figure 6.Y.2-c:
The Use of Auth-Token in Discovery Message over PC5 – Model A
The Use of Auth-Token in Discovery Message over PC5 – Model B

1.
The discoverer forms the discovery solicitation message and protects it with the discovery security material. The solicitation message also contains the claimed role of discoverer and its Auth-Token provisioned by the network.

2.
The discoveree listens for a discovery solicitation message and verifies the message with the discovery security material, after which the discoveree determines whether the claimed role of discoverer in the solicitation message is the role it monitors for. The discoveree then further authorizes the claimed role of discoverer using the Auth-Token received from the discoverer.

3.
The discoveree returns a discovery response message to the discoverer, which contains the claimed role of discoveree and its Auth-Token provisioned by the network.

4.
The discoverer verifies the discovery response message with the discovery security material, after which the discoverer determines whether the role of discoveree in the response message is the role it solicits. The discoverer then further authorizes the claimed role of discoveree using the Auth-Token received from the discoveree.
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Figure 6.Y.2-d:
The Use of Auth-Token in Discovery Message over PC5 – Model B
Generation of the Auth-Token

When generating the Auth-Token after authorizing the UE, the generating function includes the following claims in the token for the authorized UE:

­
Issuer:


ID of the token generating function (e.g. DDNMF/PKMF/Ranging Server)

­
Subject:


ID of the authorized UE

­
Audience:

any UE or the expected roles/IDs of the peer UEs 

­
Scope:


The Ranging/SL positioning service requested by the authorized UE

­
Allowed role:
The role the authorized UE is allowed to act in the requested service

­
Expiration:

The time the token becomes expired
For the “audience” claim, the generating function could choose to allow any UE or determine the expected roles of the peer UEs based on the requested service. For example, in a specific Ranging service, the role of the authorized UE is Target UE, and the expected roles of the peer UEs may include Reference UE, Assistant UE, Located UE, etc. 

The generated token is digitally signed using the private key of the token generating function or using a secret shared between the UE and token generating function. The UE should then store the Auth-Token and associate it with the service indicated in the “scope” claim. When the UE sends a discovery message or direct communication message for that specific service, it includes the associated token in the message.
Verification of the Auth-Token

When receiving an Auth-Token in a broadcast discovery message or direct communication message from a sending UE, the receiving UE should verify the Auth-Token as follows:

­
It ensures the integrity of the token by verifying the signature using the public key of the token generating function or checking the MAC value using the shared secret. If integrity check is successful, the receiving UE verifies the claims in the token as follows.

­
It checks that the “audience” claim in the token contains its own authorized role or identity (e.g. the audience claim contains Reference UE and Located UE as the expected roles, while the receiving UE is authorized as a Reference UE. Or the audience claim further contains the IDs of UE1 and UE2, while the receiving UE is UE1).

­
It checks that the “scope” claim in the token matches the service requested in the discovery message or communication message.

­
It checks that the “allowed role” claim in the token matches the role claimed by the sending UE in the discovery message or communication message.

­
It checks that the token has not expired by verifying the expiration time in the token against the current data/time.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Change ****************
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