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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution in TR 33.893.
2
References

[1]
TR 23.700-86
Study on Architecture Enhancement to support Ranging based services and sidelink positioning
[2]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In TR 23.700-86 v1.1.0 [1], it is concluded that SL Positioning Client UE can invoke Ranging/SL positioning service to be performed between two other UEs. For accessing Ranging/SL positioning service and obtaining the Ranging/SL positioning result of other UEs, SL Positioning Client UE needs to be authorized, so as to avoid privacy violation of the involved UEs and charging invalidation. 

This pCR proposes a new solution into TR 33.893 [2] to introduce a method of finer level of authorization for preserving UE privacy when SL Positioning Client UE requests to obtain ranging result between two specific UEs.
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Authorization of SL Positioning Client UE for obtaining Ranging/SL positioning result
6.Y.1
Introduction 


This solution addresses Key Issue #2 on Authorization for Ranging/Sidelink Positioning Service. Specifically, it addresses the fourth requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of a SL Positioning Client UE for triggering Ranging/Sidelink Positioning services and obtaining the location information”.
In clause 8.6 of TR 23.700-86 [2], it is concluded that SL Positioning Client UE can invoke Ranging/SL positioning service to be performed between two other UEs. For accessing Ranging/SL positioning service and obtaining the Ranging/SL positioning result of other UEs, SL Positioning Client UE needs to be authorized, so as to avoid privacy violation of the involved UEs and charging invalidation. Authorization of SL Positioning Client UE needs to be performed at different levels:
-
The first level of authorization is for service access, i.e. SL Positioning Client UE should be authorized to request Ranging/SL positioning service. This level of authorization could be achieved with the existing authorization method during direct discovery as defined in TS 33.503 [6].

-
The second level of authorization is for preserving UE privacy. This is because, even if SL Positioning Client UE is authorized to request Ranging/SL positioning service, it does not mean that Ranging/SL positioning result of a pair of any UEs can always be exposed to SL Positioning Client UE. For example, it is possible that SL Positioning Client UE is allowed to request ranging result between UE1 and UE2, but may not be allowed to request ranging result between UE3 and UE4. Without further check on the authorization info of the involved UEs, there is still the risk that ranging result between specific UEs could be exposed to unauthorized SL Positioning Client UE. Therefore, SL Positioning Client UE needs to be further authorized on whether it is allowed to obtain ranging result of the involved UEs.
This solution introduces a method of finer level of authorization for preserving UE privacy when SL Positioning Client UE requests to obtain ranging result between two specific UEs.
6.Y.2
Solution details

6.Y.2.1
Authorization of SL Positioning Client UE during PC5 link establishment
As per TR 23.700-86 [2], SL Positioning Client UE may not support Ranging/SL positioning operation, but needs to perform direct discovery procedure to discover one of the UEs (Reference/Target UE) performing Ranging/SL positioning operations and then establish PC5 communicate with the discovered Reference/Target UE. 
When SL Positioning Client UE establishes PC5 direct communication with the Reference/Target UE which sends ranging results, to prevent the SL Positioning Client UE from requesting ranging results of two UEs it is not allowed to have, the Reference/Target UE should be able to authorize the SL Positioning Client UE based on the information of the involved UEs sent by the SL Positioning Client UE in the Direct Communication Request. 
As the Reference/Target UE may lack the information required to authorize the SL Positioning Client UE by itself, it needs the support from the network for the authorization. The network function which is able to support the authorization could be the network function provisioning the information of Ranging/SL positioning exposure to the UE during Service Authorization and Information Provisioning procedure. Based on the authorization result provided by the network, the Reference/Target UE then determines whether to proceed with security establishment for the PC5 connection or not.
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 Figure 6.Y.2-x: Authorization of SL Positioning Client UE during PC5 Link Establishment
1.
SL Positioning Client UE and one of the involved UEs (UE1) discover each other using Model B discovery.

2.
SL Positioning Client UE performs direct PC5 link establishment procedure with UE1 by sending the Direct Communication Request (DCR) message. The message contains at least the Source info (Client UE info), the Destination info (UE1 info), the Service info (Ranging Service Code), as well as the target UE info (UE2 info) of which the Client UE intends to request the ranging result.

3.
Upon receiving the DCR message from the SL Positioning Client UE, UE1 sends an Authorization Request message to its PKMF/PCF. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

4.
Based on the information in the received request, the PKMF/PCF of UE1 sends the Authorization Request message to the PKMF/PCF of the Client UE, which authorizes whether the Client UE is allowed to request ranging result of UE1/UE2 based on its local information. Or the PKMF/PCF of the Client UE further interacts with the Ranging/SL positioning server for authorizing the Client UE. Or the PKMF/PCF of UE1 sends the Authorization Request message directly to the Ranging/SL positioning server for authorizing whether the Client UE is allowed to request ranging result of UE1/UE2. The message contains at least the Client info, the involved UE info (UE1/UE2 info) and the Ranging Service Code. The Ranging/SL positioning server then returns the authorization result to the PKMF/PCF of the UE1 directly or via the PKMF/PCF of the Client UE.

5.
The PKMF/PCF of UE1 returns the authorization result to UE1.

6a.
If the authorization is successful, UE1 performs a Direct Auth & Key Establish procedure with the SL Positioning Client UE. Then UE1 proceeds to step #7.

6b.
If the authorization fails, the Assistant UE sends a Direct Communication Reject message to the SL Positioning Client UE, which may contain the failure cause. Then the following steps are not performed.

7.
UE1 sends Direct Security Mode Command message to the SL Positioning Client UE for establishing PC5 security context. 

8.
Upon receiving Direct Security Mode Command, the SL Positioning Client UE responds Direct Security Mode Complete message to UE1.

9.
Upon receiving Direct Security Mode Complete, UE1 starts to perform the Ranging/SL positioning procedure with the involved UEs (UE1/UE2) respectively.

10.
UE1 calculates the ranging result between the involved UEs and responds to the SL Positioning Client UE with Direct Communication Accept message, which contains the ranging result between the involved UEs (UE1/UE2).
6.Y.2.2
Authorization of SL Positioning Client UE after PC5 link establishment
If the SL Positioning Client UE is Ranging/SL Positioning capable, and if the Ranging/SL Positioning layer is above ProSe/V2X layer (pending on the conclusion in TR 23.700-86 [2]), it is proposed to authorize SL Positioning Client UE after PC5 link establishment, so that the existing PC5 direct communication procedure defined for ProSe/V2X layer will not be impacted. That means the authorization of SL Positioning Client UE is performed during the control operation procedures via SR5 interface over the established PC5 link and probably using RSPP protocol.

[image: image2.emf]UE1

SL Position Client UE

PCF/PKMF of 

Client UE

PCF/PKMF of 

UE1

Ranging/SL 

Positioning Server

UE2

1a. Discovery Solicitation Message 

1b. Discovery Response Message 

2. PC5 Connection setup with 

existing Security Protection

4. Authorization Request (Client UE info, 

UE1/UE2 info, Ranging Service Code)

5b. Authorization Request (Client UE info, 

UE1/UE2 info, Ranging Service Code)

7. Authorization Response ()

3. Ranging service request 

(Client UE info, UE1/UE2 info)

8a. Ranging/SL Positioning

9. Ranging service response 

(Ranging Result)

5a. Authorization Request (Client UE info, 

UE1/UE2 info, Ranging Service Code)

6a. Authorization Response ()

6b. Authorization Response ()

8b. Ranging service 

response (failure cause)

 Figure 6.Y.2-y: Authorization of SL Positioning Client UE after PC5 Link Establishment
1.
SL Positioning Client UE and one of the involved UEs (UE1) discover each other using Model B discovery.

2.
SL Positioning Client UE and UE1 establish a PC5 link, which is protected using the PC5 direct communication security mechanism defined in TS 33.503 [6].

3.
To invoke the Ranging/SL positioning between UE1 and UE2, the SL Positioning Client UE sends a ranging service request to UE1 on SR5 interface (e.g. using RSPP protocol) to request ranging result between UE1 and UE2. The SR5 message may include the SL Positioning Client UE info and the involved UE (UE1/UE2) info.

4.
UE1 sends an Authorization Request message to its PKMF/PCF. The message contains at least the SL Positioning Client UE info, UE1/UE2 info and the Ranging Service Code.

5a.
Based on the information in the received request, the PKMF/PCF of UE1 sends the Authorization Request message to the PKMF/PCF of the Client UE. The PKMF/PCF of the Client UE authorizes whether the Client UE is allowed to request ranging result of UE1/UE2 based on its local information, or the PKMF/PCF of the Client UE further interacts with the Ranging/SL positioning server for authorizing the Client UE. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

5b.
Based on the information in the received request, the PKMF/PCF of UE1 sends an Authorization Request message to the Ranging/SL positioning server to authorize whether the Client UE is allowed to request ranging result of UE1/UE2. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

6a.
The PKMF/PCF of the Client UE returns the authorization result to the PKMF/PCF of UE1, or the Ranging/SL positioning server returns the authorization result to the PKMF/PCF of UE1 via the PKMF/PCF of the Client UE.

6b.
The Ranging/SL positioning server returns the authorization result to the PKMF/PCF of UE1.

7.
The PKMF/PCF of UE1 returns the authorization result to UE1.

8a.
If the authorization is successful, UE1 starts to perform the Ranging/SL positioning procedure with UE2. Then UE1 proceeds to step #9.

8b.
If the authorization fails, UE1 does not perform ranging with UE2 but responds to the SL Positioning Client UE with the Ranging service response, which may contain the failure cause. Then the following steps are not performed.

9.
UE1 calculates the ranging result between the involved UEs and responds to the SL Positioning Client UE with the Ranging service response. The ranging service response includes the ranging result between the involved UEs (UE1/UE2).
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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