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1
Decision/action requested

It is proposed to endorse the proposal of this contribution
2
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Discussion
In the LS in [1] SA2 asks SA3 to provide feedback on the protection of the URSP rules from the HPLMN:
	-
Do SA3 consider protection of the URSP rules provisioning in roaming scenarios adequate in Release -15 to Release-17 e.g. based on trust relationships between HPLMN and VPLMN? 

-
Since SA2 is studying enhancement options for provisioning URSP in roaming scenarios (ref. KI#1 of TR 23.700-85) do SA3 see the need to enhance the security/integrity protection of URSP rules when provided from HPLMN and/or VPLMN?


There is monetization benefit for the VPLMN by modifying the URSP rules from HPLMN. For example, VPLMN can change the URSP rule to map application(s) to a costly S-NSSAI. Like S-NSSAI there are other critical parameters, for example Access Type preference, for the UE to select/establish appropriate PDU session. 
Observation 1: There can be a new threat (monetization benefit), if VPLMN modifies the URSP rules. 
SA3 decided to protect the UPU, even though there is no benefit for the VPLMN to modify the UE parameters. UPU procedure is protected e2e as not to take a chance on the critical configuration parameters (c.f., S3-183472 [2] discussion paper and S3-183742 [3] approved CR). Contributions [1] and [2], clearly details the need for security mechanism to protect the UPU procedure. Excerpt from [3]: “Security mechanim needs to be specified to deliver these UE parameters in an integrity protected way from the UDM to the UE to ensure that these parameters are not tampered with by an intermediary.”.  Therefore, security mechanim needs to be specified to deliver URSP rule in an integrity protected way from the HPLMN to the UE.
Observation 2: Decision made by SA3 for UPU protection should apply for URSP rule protection also.
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Proposal
Based on above mentioned observations, it is proposed to answer SA2 questions as follows:

SA3 answer to Q1:

No. Currently HPLMN blindly trust the VPLMN and if VPLMN tampers the URSP rule, then it is not possible for the UE to identify it. 
SA3 answer to Q2:

Yes. SA3 see the need to enhance the security/integrity protection of URSP rules when provided from HPLMN. SA3 will specify a security mechanism for integrity protection of URSP rules when provided from HPLMN.
