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1	Decision/action requested
 This discussion paper provides additional background to the update of Key issue #12 (S3-223699) and the solution proposal (S3-223700).
2	References
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[2]	GSMA NG.113-v5.0-2: "5GS Roaming Guidelines"
[3]	3GPP S3-213806: "LS to 3GPP SA3 working group on 5GS Roaming Hubbing"
[4]	3GPP S3-221737: "LS to 3GPP SA3 on Hosted SEPP"
3	Rationale
This discussion paper providers additional details of the problems to solve in "Key issue #12: Security in Hosted SEPP scenarios." It serves as background to an update of the KI#12 details (distributed separately) as well as a Solution Proposal for KI#12 (distributed separately).
4	Detailed proposal
It is proposed to discuss the following background and observations. It serves as background information for updates to KI#12 [1] and solution.
4.1 Introduction
Bilateral PLMN inter-connection scenarios are described by NG 113 v5.0 annex B [2]. SEPPs can be deployed
· SEPP not outsourced and deployed within the PLMN
· SEPP outsourced on behalf of the PLMN and deployed outside the PLMN 
· SEPP outsourced on behalf of the PLMN and deployed within the PLMN
4.2 SEPP not outsourced and deployed within the PLMN
4.2.1 General
SEPPs can be deployed within a PLMN ([2] annex B.4.1)
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Both PLMNs may have a single PLMN ID or owning multiple PLMN IDs. In case of multiple PLMN ID’s the same N32-f may be used as specified in [1] clause 5.9.3.2 "Requirements for Security Edge Protection Proxy (SEPP)"
4.2.2 Functions for SEPP not outsourced and deployed within the PLMN
Among other the SEPP functions are
(1) Terminating the N32c/f interface and authenticate roaming partner and Hosted SEPP (TLS, PRINS). [1] clause 5.9.3.2 "The SEPP shall protect application layer control plane messages between two NFs belonging to different PLMNs or SNPNs that use the N32 interface to communicate with each other." and "The SEPP shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network."
(2) Roaming Security Functions (Topology Hiding and Firewalls) [1] clause 5.9.3.2 "The SEPP shall perform topology hiding by limiting the internal topology information visible to external parties."
(3) Shielding PLMN external CAs towards the PMN internal NFs. [1] clause 5.9.3.2 "The SEPP shall protect application layer control plane messages between two NFs belonging to different PLMNs or SNPNs that use the N32 interface to communicate with each other."
(4) Bridging between PMN external and internal IP addressing schemas (private, public) [1] clause 5.9.3.2 "As a reverse proxy the SEPP shall provide a single point of access and control to internal NFs."
(5) Enforcement of market specific regulatory requirements to have a SEPP PLMN internally within HPLMN. [3] clause "1) Roaming Hub" " Furthermore, regulation in some countries may require that the PLMN SEPP be deployed in the PLMN and located in the country where the PLMN operates."
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Figure 4.2.1-2 Functions for SEPP Deployed within the PLMN
4.3 SEPP outsourced on behalf of the PLMN
4.3.1 General
SEPPs can be deployed outsourced on behalf of an PLMN to an IPX provider. It may also be deployed outsorced to an organization of an operator group handling roaming interconnect for the group ([2] annex B.4.2/B.4.3) (aka hosted SEPP)
In the incominmg LS from GSMA [3] on "5GS Roaming Hubbing" it is stated "The key issue identified by NG 5GMRR for this function is that when roaming hubs are used, the commercial agreements are not directly between the network operators, but between the roaming hub and the home and visited network operator. In this case it is inappropriate for a home network to provide the security parameters for the N32 interface as they do not have the commercial agreement or the liability.  It is also inappropriate for the roaming hub to give security details to the home network operator to use between the home network and the serving network as then the owner of the commercial contract (the roaming hub) would lose all control of that N32 interface and be unable to audit its use. This issue exists regardless of whether TLS or PRINS is used for the N32 interface.
Deploying a PLMN SEPP in the roaming hub is not possible with current R16 3GPP solution since the roaming hub would have full visibility of any direct roaming agreements (as illustrated above between PLMN 1 and PLMN 2) made which is highly undesirable.
Furthermore, regulation in some countries may require that the PLMN SEPP be deployed in the PLMN and located in the country where the PLMN operates."
Additionally in the incoming LS from GSMA [4] on " LS to 3GPP SA3 on Hosted SEPP" we find the following requirements 
"5GMRR has agreed on the following requirements on Hosted SEPP:
-	NFs like AMF, NRF, SMF, UDM shall not be impacted by the decision to deploy a Hosted SEPP, i.e.,
o	A NF in the VPLMN shall discover and interact with NF(s) in the HPLMN as standardized by 3GPP.
o	A NF in the HPLMN shall interact with NF(s) in the VPLMN as standardized by 3GPP.
-	All SBI messages shall be transmitted securely between the PLMN and the Hosted SEPP deployment.
-	Both the operator edge and the edge of the hosted SEPP deployment need to be protected.
-	A roaming partner SEPP shall interact with the Hosted SEPP as standardized by 3GPP. Section 4.19 of GSMA PRD IR.67 describes the use of DNS in Peer SEPP FQDN(s) discovery including the FQDN discovery for a non-MNO SEPP. Section 5.1.2 of GSMA PRD FS.34 describes the FQDN of the non-MNO SEPP.
-	The Hosted SEPP providers shall isolate the processing for each PLMN from the processing for other PLMNs. The hosted SEPP provider shall be able to use a different TLS certificate per serving PLMN for an incoming TLS connection, as the MNC and MCC of that PLMN are encoded in the certificate. This certificate shall be dedicated to the given PLMN (i.e., shall not contain MNC/MCC combinations belonging to any other PLMN). It is assumed that the hosted SEPP is only able to obtain a certificate with an MCC/MNC combination if the affected MNO has previously authorized this."
Observations and conclusions:
- The different SEPP deployments have different requirements.
- The outsourced SEPP may be in another "security zone" than the other HPLMN NFs.
- In 3GPP [2] there is only one set of requirements for SEPP, i.e. for the SEPP deployed within PLMN. 
- There seems to be a need to distinguish between SEPPs deployed in different ways, also in the 3GPP specifications.
- In case we don't make necessary distinctions between SEPP deployments we may later run into interoperability issues when different vendors will implement different subsets of the SEPP requirements.
Please note that we are not discussing to introduce a new NF type. The only thing we discuss is to distinguish between the one and only NF SEPP being used in different deployments.
4.3.2 SEPP outsourced on behalf of the PLMN and deployed outside the PLMN
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Figure 4.3.2.1-1 SEPP outsourced on behalf of the PLMN and deployed outside the PLMN
4.3.2.2 Functions for SEPP outsourced on behalf of the PLMN and deployed outside the PLMN
In outsourced hosted SEPP deployment scenario, the hosted SEPP will still be responsible for
- Terminating the N32c/f interface (TLS, PRINS) - N32 side
- Roaming Security Function - Topology Hiding - N32 side
- Roaming Security Functions - Firewalls – N32 side 
- Security Function - Firewall – NF side. This applies if HPLMN consider this as PLMN edge. This view may however be different for different operators and may be FFS.
For the other functions the situation is not obvious and depends on
- Whether the IPX, which hosts the SEPP, uses certificates from its own CA or uses certificates issued from the Home PLMN and in the previous case, whether the Home PLMN (i.e., all NFs connect the the hosted SEPP) is willing to install the IPX's CA as trusted CA
- The Hosted SEPP is able to handle private addresses of the Home PMN
- Whether the Hosted SEPP is trusted to enforce market specific regulatory requirements
- In addition, the edge of the HPLMN deployments may need "Roaming Security Function - Topology Hiding - N32 side" and "Roaming Security Functions - Firewalls – N32 side" as well, at least to protect it if needed.
4.3.3 SEPP outsourced on behalf of the PLMN and deployed within the PLMN
4.3.3.1	General
Due to regulatory requirements the outsourced SEPP may be deployed at the edge of the PLMN and communicating with the HPLMN SCP. This SEPP has another set of requirements than the other SEPP deployments.
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Figure 4.3.3.1-1 SEPP outsourced on behalf of the PLMN and deployed within the PLMN
4.3.3.2 Functions for SEPP outsourced on behalf of the PLMN and deployed within the PLMN
In outsourced hosted SEPP deployment scenario, the hosted SEPP will still be responsible for
- Terminating the N32c/f interface (TLS, PRINS) - N32 side
- Roaming Security Function - Topology Hiding - N32 side
- Roaming Security Function - Firewall – N32 side 
- Security Function - Firewall – NF side. This applies if HPLMN consider this as PLMN edge. This view may however be different for different operators and may be FFS.
For the other functions the situation is not obvious and depends on
- Whether the Hosted SEPP uses certificates from its own CA or uses certificates issued from the Home PLMN and in the previous case, whether the Home PLMN (i.e., all NFs connect the the hosted SEPP) is willing to install the IPX's CA as trusted CA
- The Hosted SEPP is able to handle private addresses of the Home PMN
- Whether the Hosted SEPP is trusted to enforce market specific regulatory requirements
- In addition, the edge of the HPLMN deployments may need (2) Roaming Security Functions as well, at least to protect it if needed.
4.4 Summary of SEPP deployments
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Figure 4.4-1 Summary of SEPP deployment variants
This leaves us with three SEPP deployment variants. Each has different set of requirements
