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Decision/action requested

It is requested to approve this proposal in TR 33.738 [1].
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3
Rationale

As per SA2 conclusion of "KI #5: Enhance trained ML model sharing " in TR 23.700-81[2], the Interoperability indicator indicates a list of NWDAF providers (vendors) that are allowed to retrieve ML models from the NWDAF containing MTLF.

This contribution proposes a new solution which addresses KI#3 to enable NWDAF containing MTLF to authorize NWDAF containing AnLF to retrieve model stored either in NWDAF containing MTLF or ADRF, based on the Interoperability indicator. 

4
Detailed proposal

**** START OF CHANGE ****
6.X
Solution #X: Support authorization of AI/ML model sharing By NWDAF containing MTLF 

6.X.1
Introduction

This solution addresses Key issue #3: Security for AI/ML model storage and sharing.

Since ML models are generally proprietary per provider and subject to intellectual property rights, NF Service consumers shall be authorized by the producer of the Model, i.e.  NWDAF containing MTLF to access to the AI/ML models stored either in NWDAF containing MTLF or ADRF.
This solution proposes that NWDAF containing MTLF to check the Vendor ID of NF consumer with its local authorization policy (e.g., Interoperability Indicator), upon receiving request to retrieve ML model trained by the NWDAF containing MTLF.

6.X.2
Solution details

Figure 6.X.2-1 illustrates the high-level procedure of the proposed solution.
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Figure 6.X.2-1: High-level procedure for authorization of ML sharing by NWDAF containing MTLF

0a. NWDAF containing AnLF registers its NF profile in the NRF with Analytics ID(s) supported by NWDAF containing AnLF and its Vendor ID.

       Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 

 Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)".
0b. NWDAF containing MTLF trains ML model and may encrypt the ML model per its vendor’s implementation and how the Model is encrypted is outside of 3GPP scope.

1. 
NWDAF containing MTLF determines the ML model can be stored in ADRF. NWDAF containing MTLF discovers and selects ADRF via NRF and stores the selected ADRF instance ID for the Model.

2. 
NWDAF containing MTLF triggers the ADRF storage service to ADRF, with the Model Correlation ID and Model address in MTLF(URL1) in the message. 
3. 
ADRF securely fetches the Model via URL1 from NWDAF containing MTLF. NWDAF containing MTLF verifies that the ADRF is the selected ADRF instance in step 2 and checks that the Model Correlation ID is correct. It is assumed there is no need to verify the vendor ID of ADRF.

NOTE: The signalling how the ADRF retrieves the Model from NWDAF containing MTLF is outside of 3GPP scope.

4. 
ADRF sends the response to NWDAF containing MTLF, with the model address in ADRF(URL2) in the message.

5. 
NWDAF containing AnLF performs discovery and selection procedure for NWDAF containing MTLF via NRF. 

6. 
NWDAF containing AnLF performs Nnwdaf_MLModelProvision service operation to NWDAF containing MTLF, with Analytics ID and Vendor ID in the message, to retrieve ML models for the Analytics ID.

7. 
NWDAF containing MTLF retrieves the NF profile of the NWDAF containing AnLF from NRF and gets NWDAF containing AnLF's Vendor ID from the NF profile. NWDAF containing MTLF verifies that the NWDAF containing AnLF's Vendor ID in the request message is same as the Vendor ID in its NF profile and is included in the Interoperability ID for the Analytics ID. 

Editor's Note: It is FFS whether MTLF can also verify the Vendor ID of the AnLF based on the authentication procedure for the AnLF.


If verification is successful, NWDAF containing MTLF determines the ML model to be shared for the requested Analytics ID and stored the NF instance ID of NWDAF containing AnLF as part of allowed NF instance list for the ML model. 

8. 
If the determined ML model is stored in ADRF, NWDAF containing MTLF triggers the ADRF storage Update service to ADRF, with the Model Correlation ID and allowed NF instance list in the message. The ADRF stores the allowed NF instance list for the ML model referenced by the Model Correlation ID.

9.
NWDAF containing MTLF sends Nnwdaf_MLModelProvision Notification to NWDAF containing AnLF with the address of the determined ML model in the message, which can be either the one stored in NWDAF containing MTLF or in ADRF.

10.  NWDAF containing AnLF retrieves the target ML model via the URL received from step 9. 


If the ML model is stored in NWDAF containing MTLF, NWDAF containing MTLF verifies that the NWDAF containing AnLF is the stored NF consumer instance in step 7. If the ML model is stored in ADRF, ADRF verifies that the NWDAF containing AnLF is part of allowed NF instance list received in step 8. If verification is successful, NWDAF containing AnLF is authorized to retrieve the ML model.

NOTE: The signalling how the NWDAF containing AnLF retrieves the Model from NWDAF containing MTLF or ADRF is outside of 3GPP scope.

11.
NWDAF containing AnLF decrypts the received ML model per the vendor’s implementation and how the ML model is decrypted is outside of 3GPP scope. 

6.X.3
Evaluation
            **** END OF CHANGE ****
NRF
NFp
(NWDAF MTLF)
NFc 
(NWDAF AnLF)
ADRF
0b. Encrypt the ML model NOT to be specified by 3GPP
2. Trigger storing ML Model in ADRF (Model Address in MtLF(URl1, Model Correlation ID)
4. Response (Model Address in ADRF(URL2)


6. Nnwdaf_ML modelProvision_Subscribe(Analytics ID, Vendor ID)

9. Nnwdaf_ML modelProvision_Notify (Model address in MTLF or ADRF (URL1 or URL2))
11. Decrypt the ML model NOT to be specified by 3GPP
5. Discovery & Selection of MTLF

0a. Register NWDAF/AnLF (Analytics ID,Vendor ID)
3. ADRF retrieves ML Model from MTLF
1. Select and Store ADRF ID for ML model storage
7a. Retrieve NFc NFprofile
7b Authorize NFc and Store NFc ID
8a. Update ML Model in ADRF 
(Model Correlation ID, NFc ID)
8b. Response


10a. NFc retrieves ML Model from MTLF via URL1
10b. NFc retrieves ML Model from ADRF via URL2



