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1
Decision/action requested

This contribution proposes a new solution for KI#7
2
References

[1]
3GPP TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (eSBA)"
3
Rationale

It is proposed to add a new solution for authorization negotiation with bootstrapping mechanism.
4
Detailed proposal

*** 1st CHANGE ***
6.X


Solution #X: Authorization negotiation with bootstrapping mechanism.

6.X.1 Introduction

This solution addresses Key Issue #7 "Authorization mechanism negotiation". It is proposed for authorization mechanism negotiation with bootstrapping mechanism.
6.X.2 Solution details
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Figure 6.x.2-1: Authorization mechanism negotiation with boostrapping mechanism

Pre-requisite: 

-
the vPLMN and hPLMN support at least static authorization dependent on the roaming partner
The Figure 6.X.2-1 describes the detailed solution for authorization negotiation.
1. The vNRF sends a Nnrf_Bootstrapping_Get request to the hNRF to configure addressed of the bootstrapping service instance.
2. The hNRF responds with all the service instances of the hNRF and their endpoint addresses. In addition, the hNRF adds hPLMN authorization capability into the bootstrapping response. The hPLMN authorization capability indicates the supported authorization mechanisms, i.e., static, OAuth, or both.
3. The NF Service Consumer sends a discovery request to the vNRF.
4.   The vNRF selects the final authorization mechanism supported by both the received hPLMN authorization capability and the vPLMN authorization capability. 
    NOTE: The final authorization mechanism selected by vNRF is depended on operator.
5. The vNRF sends the final authorization mechanism to the NFc.

Then, if the final authorization mechanism indicates static authorization, the NFc could use the static authorization to access the NFp service. If the final authorization mechanism indicates OAuth authorization, the NFc could get the token from the NRF before consuming the service from the NFp.

6.X.3 Evaluation

This solution addresses the threats and requirements of Key issue #7: "Authorization mechanism negotiation".
The pre-requisite is that the hPLMN supports at least static authorization.
This solution addresses the inter-PLMN scenario where the vPLMN has only implemented static authorization. The hPLMN sends its authorization mechanism by bootstrapping mechanism. The NF Service Producer needs to support which authorization mechanism is determined by the vNRF. 
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