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1	Decision/action requested
This contribution proposes a key issue and conclusion to provide guidance for enforcing user consent.
2	References

3	Rationale
This contribution proposes a new key issue and conclusion to provide guidance for enforcing user consent.
4	Detailed proposal
*************** Start of 1st Change ****************
[bookmark: _Toc107838750]5.X	Key Issue #X: Guidance for Enforcing User Consent
[bookmark: _Toc101349997][bookmark: _Toc107838751]5.X.1	Key issue details
As depicted in Annex V.1.1 in TS 33.501 [3], “user consent can be required for 3GPP features depending on local regulations.” It means that user consent check and revocation procedure for different 3GPP features is optional and configurable based on operator’s local policy which considers local regulation.
However, there is no guidance for operator to determine enforcing user consent, it may be helpful to provide some general principles for enforcing user consent:
1) User consent is only needed when processing personal data, which is the information relating to an identified or identifiable subscriber. An identifiable subscriber is who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that subscriber. Thus, if a specific 3GPP feature does not process personal data, user consent is not required.
2) If personal data can be sufficiently de-identified (cannot be recovered by data controller), user consent is not required.
3) In 3GPP, user consent check and revocation are only needed when operator is the data controller. Thus, if operator is the data processor, user consent check and revocation is not required.
4) User consent is bound to a specific purpose, and the collected data is only used for the granted purpose, e.g. if subscriber only grants its user consent to operator to collect its location for purpose 1, its location cannot be used for purpose 2. Thus, user consent is enabled depending on different purposes. 
5) Whether user consent is the only legal basis to process the data e.g., is there a legitimate interest to process the data.
[bookmark: _Toc101349998][bookmark: _Toc107838752]5.X.2	Security threats
Not applicable.
[bookmark: _Toc101349999][bookmark: _Toc107838753]5.X.3	Potential security requirements
Not applicable.
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************
[bookmark: _Toc112749547][bookmark: _Toc56501637][bookmark: _Toc49376123][bookmark: _Toc48930874][bookmark: _Toc513475456]7	Conclusions					
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
7.X Conclusion for Key Issue #X
Guidance for enforcing user consent is concluded for normative work by capturing the text of the key issue #X as an informative Annex
*************** End of 2nd Change ****************
