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1	Decision/action requested
It is requested to approve this pCR, a new key solution to key issue 2 to TR 33.858
2	References
[1]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[2]	3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".
[3]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA)
based on 3GPP credentials in the 5G System (5GS)"

3	Rationale
This solution addresses Key Issue #2 (Authentication for UE access to hosting network). The proposed solutions use existing mechanisms in 33.535[3].
As per the conclusion in 23.700-08[2], clause 8.4, when UE accesses the Hosting network using the subscription/credentials of its Home network, only two cases are considered:
-	If the Home network is PLMN, the Hosting network can be PNI-NPN or SNPN.
-	If the Home network is SNPN, the Hosting network can be only SNPN.
In both cases, solutions to these scenarios can be considered in the following categories
-	UE uses home network credentials to access the hosting network.
-	UE uses credentials obtained using the onboarding procedure as defined in 33.501[1] Annex I.9("Security of UE onboarding in SNPNs" to access the hosting network.
- 	UE uses credentials provided by Home Network using existing 3GPP mechanisms. 
The following pCR details how UE can use AKMA mechanisms and methodologies to access localized services.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.858
*****Start of Changes*****
[bookmark: _Toc116989369]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
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[3]	3GPP TS 22.261: "Service requirements for the 5G system".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[5]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)"
[ZZ]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA)
based on 3GPP credentials in the 5G System (5GS)"
[PP]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[QQ]	IETF RFC 4279: "The Transport Layer Security (TLS) Protocol Version 1.2".
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[bookmark: _Toc117163504]6.X	Solution #X: Access to localized services using AKMA mechanisms
[bookmark: _Toc117163505]6.X.1	Introduction
This solution addresses Key Issue #2 (Authentication for UE access to hosting network). The proposed solutions use existing mechanisms in 33.501[4] and 33.535[ZZ].
As per the conclusion in 23.700-08[2], clause 8.4, when UE accesses the Hosting network using the subscription/credentials of its Home network, only two cases are considered:
-	If the Home network is PLMN, the Hosting network can be PNI-NPN or SNPN.
-	If the Home network is SNPN, the Hosting network can be only SNPN.
In both cases, solutions to these scenarios can be considered in the following categories
-	UE uses home network credentials to access the hosting network.
-	UE uses credentials obtained using the onboarding procedure as defined in 33.501[4] Annex I.9("Security of UE onboarding in SNPNs" to access the hosting network.
- 	UE uses credentials provided by Home Network using existing 3GPP mechanisms. 
Following clause details how UE can use AKMA mechanisms and methodologies to access localized services. 
[bookmark: _Toc117163506]
6.X.2	Solution details
The solution illustrated in Figure 6.X.2.3-1 proposes the authentication between UE and the hosting network for access to localized services using AKMA (Authentication and Key Management for Applications) as defined in 3GPP TS 35.535[YY]. The solution uses KAKMA derived from the AKMA procedure after the primary authentication with UE and the Home network as the trusted root to authenticate the UE and the Hosting Network. The AKMA-based anchor key generates time-restricted credentials for authentication with the hosting network.  


Figure 6.X.2.3-1: Solution for access to localized services based on AKMA

When the UE arrives at the venue where the localized service is provided (e.g., stadium), the user manually selects the Hosting Network. UE connects to the Hosting Network and is authenticated by the Localized Service Provider (LSP) in the role of Credential Holder (e.g., using a AAA server) based on the user id and security credential for access to the Home Network. UE requests a PDU Session to the provided DNN/S-NSSAI and accesses the localized service of the LSP via the Hosting Network based on the user id and security credential for access to the LSP server providing the localized service. 
The Home Network pushes time-restricted credentials to the LSP providing this service. The time-restricted credentials include, e.g., the following:
-	id and security credentials based on AKMA for access to the LSP server providing the localized service.
Figure 6.X.2.3-2 describes the procedure for access to localized services based on AKMA:



Figure 6.X.2.3-2: KLSP-PSK generation from KAKMA 
Pre-requisite: The Localized Service Provider (LSP) establishes a service agreement with the operator of a Hosting Network. The LSP also establishes a service agreement with UE's Home Network operator to enable the UE to receive the information needed to discover/access Hosting Network and the localized service.The hosting network is configured based on the service agreement, e.g., DNN/S-NSSAI configuration for access to localized service, QoS, number of end-users, time, location, whether home network services can be accessed via the hosting network, etc. The configuration of the Hosting Network is performed by means that are outside of the 3GPP scope.The UE performs the procedures defined in 3GPP TS 23.502 to get the 5GC network access. At the end of the network access authentication procedure (Primary authentication and key agreement in 3GPP TS 33.501[YY], clause 6.1)), the UE and the AUSF are in possession of the key KAUSF. The UE and the AUSF derive the AKMA key as specified in 3GPP TS 33.535[ZZ]. The AUSF provides the AKMA key to the AAnF (AKMA Anchor Function) as specified in 3GPP TS 33.535[ZZ].
1. UE's user is prompted by localized service advertisements. The UE initiates the Application Session Establishment Request procedure with the AF, in this case, LSP, and includes AKMA Key ID. LSP acts as an Application Function (AF) for the AAnF as specified in 3GPP TS 33.535[ZZ]. The LSP contacts the AAnF (using AKMA key ID) to obtain the UE's corresponding key KLSP (KAF) if it does not hold a valid KLSP of the UE or the AKMA Key ID provided by the UE is different from the previous AKMA Key ID. The AAnF provides the derived key (KAF) to the LSP. The KLSP is the AKMA Application Key (KAF) and is derived as specified in 3GPP TS 33.535[ZZ] by both the UE and the LSP.
2. The LSP uses the key KLSP to derive the key KLSP-PSK. The KLSP-PSK is derived and used as the PSK to establish TLS between the UE and the LSP. Once the KLSP-PSK is derived, the LSP includes the CounterLSP used to derive the KLSP-PSK to the UE in the Application Service response message. On receiving the application service response message, the UE derives KLSP-PSK, derived by the AUSF, using the received CounterLSP value. KLSP-PSK acts as time-restricted credentials as per 3GPP 33.535[ZZ] AKMA key lifetime procedures. 
3.	When the UE arrives at the venue where the localized service is provided (e.g., stadium), the user manually selects the Hosting Network.UE connects to the Hosting Network and is authenticated by the LSP in the role of Credential Holder (e.g., using a AAA server) using credentials obtained in step 2. E.g., UE establishes the EAP-TLS session with the LSP to authenticate with Hosting Network. Mutual authentication is performed between the UE and the LSP using TLS, based on pre-shared keys (KLSP-PSK) following IETF RFC 4279[QQ] for TLS 1.2 and IETF RFC 8446[PP]  for TLS 1.3.
UE requests a PDU Session and accesses the localized service of the LSP via the Hosting Network. In parallel, the UE can access the services of the Home Network using an Over-The-Top  (NWu) connection to an N3IWF node in the Home Network. Upon expiry of the time-restricted credentials, the LSP in the role of Credential Holder requests a release of the UE as per 3GPP TS 33.535[ZZ] AKMA.
6.X.3	System Impact
Solution uses AKMA where LSP acts Application function. KLSP acts AF key anchor to generate credentials for accessing the localized services using hosting network where LSP acts as CH. Mutual authentication is performed between the UE and the LSP using TLS, based on pre-shared keys (KLSP-PSK) following IETF RFC 4279[QQ] for TLS 1.2 and IETF RFC 8446[PP]  for TLS 1.3.
[bookmark: _Toc117163507]6.X.4	Evaluation
With the proposed solutions above, we do not see any system impact on existing security architecture per 33.501[4] and 33.535[ZZ]. Solution uses AKMA which is an existing technology.  Solution addresses key issue 2 and fulfils the requirements of mutual authentication between UE and Hosting Network. 



*****End of Changes*****
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