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1	Decision/action requested
Approve the changes in clause 4 for inclusion in the living document for MnF SCAS [1].
2	References
[bookmark: _GoBack][1]	S3-223567 "Living document for MnF SCAS"
3	Rationale
This document proposes the following editorial changes to the living document for the MnF SCAS work:
· Clause 4.3.x: minor reformulation in first sentence and spelling correction in NOTE1
· Clause X.1.1: removed sentence referring to figure since the figure was removed in earlier iterations
· Clause X.2.2.2: minor reformulations and corrections in the threat description.
4	Detailed proposal
Approve these changes for inclusion in the living document for MnF SCAS [1].
**** Start of Changes****
[bookmark: _Toc19783114][bookmark: _Toc26886898][bookmark: _Toc91074931]4.3.x 	OAM functions
The OAM functions provide capabilities to support OAM protocols and perform operation and management on the network product.
 NOTE 1: 	OAM function are management functions defined by 3GPP. For example, a network product (NP) for 3GPP defined RAN/CN network function (NF) may include an embedded management function (MnF) defined by 3GPP for operation and management of the RAN/CN NF.
**** Next Changes****
[bookmark: _Toc19783304][bookmark: _Toc26887088][bookmark: _Toc91075131][bookmark: _Toc19783306][bookmark: _Toc26887090][bookmark: _Toc91075133]X.1.1	Introduction
The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while this clause covers the aspects specific to the MnF network product class.
A 5G MnF NP implement 3GPP-defined functions from various releases. As specified in TS 23.533 [x], a 5G MnF may support management services such as for performance management, configuration management or fault supervision services, etc.
By comparison to the Figure 4.3-1 (GNP model), a 5G MnF NP includesfunctions defined by 3GPP, other functions, operating system and hardware.  According to clause 5.3 of TS 28.533 [x], there are two types of MnFs : cross domain MnF and domain MnF. Figure XX.1.1-1 shows MnF NPs as blackbox and typical interfaces supported by the both types of NPs These MnF types differ slightly in the types of interfaces they support as explained below.

[bookmark: _Toc19783305][bookmark: _Toc26887089][bookmark: _Toc91075132]The generic interfaces supported by both MnF NP classes are interfaces for remote management, local console, towards digital portal, to central AAA, to MnF in other domain. The cross domain MnF specific interfaces are interfaces towards external consumer, towards BSS, to TN management system. The domain MnF specific interfaces are interfaces to NF in the same domain. 
**** Next Changes****
X.2.2.2	Threats related to Management data 
- Threat name: Unprotected Mangement data during transmission
- Threat Category: Tampering, Information Disclosure
- Threat Description: Mangement information transported between Management Service (MnS) Producer and Consumer, if not confidentiality protected, can be subjected to eavesdropping. Such information may be leaked to unauthorized parties. In addition, iIf there's no integrity protection for the management information, attackers can tamper with mangement information at will, leading to The MnS consumers obtainings false mangement information. If there's noreplay protection for the management information, attackers can insert historical legitimate data. This can lead to false network usage reported by MnF, and consequently resulting in incorrect management operations.
- Threatened Asset: Mangement data
**** End of Changes****
