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1
Decision/action requested

This contribution proposes to add description about audit and accreditation of vendor development and product lifecycle processes to clause 6.2 .
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.916 Security Assurance Methodology (SECAM) for 3GPP network products
[3] 3GPP TR 33.818 Security Assurance Methodology (SECAM)  and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17).

3
Rationale

The processes for audit and accreditation of vendor development and product lifecycle are generic, this contribution proposes to add the description about audit and accreditation of vendor development and product lifecycle processes to clause 6.2 based on the output of TR 33.818. 

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of the first change ***************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916 Security Assurance Methodology (SCAS) for 3GPP network products

[3]
3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualised network functions".

[4]
ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement".

[5]
3GPP TR 33.927: "Security Assurance Specification (SCAS) ;threats and critical assets ;in 3GPP virtualized network product classes”.

[6]                    3GPP TS 33.527:  " Security Assurance Specification (SCAS) ; for 3GPP virtualized network products ".

[7]
GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements".

[8]
3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) ".

[X]
ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in

NFV".
[Y]                       GSMA FS.15: "NESAS Development and Lifecycle Assessment Methodology v.2.0", https://www.gsma.com/security/resources/fs-15-network-equipment-security-assurance-scheme-vendor-development-and-product-lifecycle-requirements-and-accreditation-process/ 

********************End of the first change ***************************

********************Start of the second change ***************************

6
Vendor development and product lifecycle processes and test laboratory accreditation

6.2
Audit and accreditation of Vendor network product development and network product lifecycle management processes

Since  the scope of SECAM accreditation described in TR 33.916 [2] is applicable to all of the network products, the evaluation of the security relevant part of the Vendor virtulized network product development and virtualized network product lifecycle management processes is also done as part of the vendor accreditation process by the SECAM Accreditation Body.

 Vendor virtualized network product development and virtualized network product lifecycle management processes assurance requirements as well as related evaluation activities generic to all network product classes are defined by the SECAM Accreditation Body. The vendor will define their own processes and describe them in written format. During an audit, the processes will be evaluated and their application on development activities in practice will be verified. An accreditation will be awarded, if the requirements are met.

As described in clause 6.2 of TR 33.926 [2], lifecycle management of virtualized network products also consists of establishing discipline and control in the updates of virtualized network product during its development and maintenance. Lifecycle management controls are important during normal improvement of virtualized network product as well as for vulnerability/security flaw remediation (documentation used to track vulnerability/security flaw, remediation procedure with relation to corrective actions for each identified  vulnerability/security flaw…). 
The vendor accreditation for virtualized network product development and virtualized network product life cycle management processes will provide assurance for these aspects in SECAM. 

In addition, for type 1 of virtualized network products, a VNF is instantiated through a series of operations, such as parsing VNF package files, parsing VNFD, instantiating VMs, etc, after a type 1 of virtualized network products (i.e. a VNF package and related softwares etc.) to a operator delivered by a vendor.  The VNF instance can be updated, migrated and deleted, scaled-in, scale-down etc.  by VNFM. These processes is called VNF life cycle management defined in ETSI GS NFV 003 [X], it is different from the lifecycle management process of virtualized network products. Its audit and accreditation are out of scope in 3GPP.
The Vendor virtualized network product development and virtualized network product lifecycle management processes assessment does not necessarily apply only to a single virtualized network product. Vendors can submit their generic virtualized network product development and virtualized network product lifecycle management processes or a subset of them for auditing and accreditation. Generic virtualized network product development and virtualized network product lifecycle management processes are usually used during development of all or some products of the same vendor. As different virtualized network product development and virtualized network product lifecycle management processes could be utilized within the organization of one vendor, e.g. due to mergers or acquisitions, vendors could obtain and hold accreditation for different generic virtualized network product development and virtualized network product lifecycle management processes.

Once the vendor obtains accreditation and as long as the accreditation has not expired, vendors are allowed to produce development process compliance declarations for the "virtualized network product development and virtualized network product lifecycle management processes compliance validation" task on their own.

At the beginning of a SECAM evaluation of a product, the Vendor will have to provide a development process compliance declaration to the compliance tester containing a rationale showing that the generic accredited process was effectively applied in the virtualized network product development and virtualized network product lifecycle management of the virtualized network product under evaluation. 

Requirements and accreditation procedures for vendor development lifecycle process and product lifecycle maintenance process accreditation are specified in [Y].

********************End of the second change ***************************

