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1
Decision/action requested

This contribution proposes to add description about overview of vendor development and product lifecycle processes and test laboratory accreditation to clause 6.1
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.916 Security Assurance Methodology (SECAM) for 3GPP network products
[3] 3GPP TR 33.818 Security Assurance Methodology (SECAM)  and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17).

[4]GSMA FS.14: "Network Equipment Security Assurance Scheme - Security Test Laboratory Accreditation".
[5] GSMA FS.15: "Network Equipment Security Assurance Scheme - Development and Lifecycle Assessment Methodology".

[6] GSMA FS.16: "Network Equipment Security Assurance Scheme - Development and Lifecycle Security Requirements".

3
Rationale

 GSMA F.14, F.15 and F.16 [18], [19] and [20] described test laboratory accreditation, vendor development and product lifecycle processes and security requirements respectively. These are generic accreditation and processes, and apply to both physical network products and the virtualised network products. This contribution proposes to add the description about overview of vendor development and product lifecycle processes and test laboratory accreditation to clause 6.1 based on the output of TR 33.818. 

For example, a vendor delivered a major version of a virtualized network product to an operator, that is, the VNF package of the virtualized network product. When the operator wants to deploy the delivered virtualized network product, the VNF package is uploaded to the NFVO by the operator. The NFVO cooperates with the VNFM and the VIM to parse the VNF package and instantiate the VNF. The VNF instance can be updated, migrated and deleted, etc.  by the VNFM. These processes can be called VNF life cycle management defined in ETSI GS NFV 003 [y]. When the major version of the virtualized network product is no longer used by the operator's network, all VNFs instantiated by the files in the VNF package of the virtualized network product will be deleted and the relevant data will be deleted,, and the product is in the end of life state
4
Detailed proposal

It is suggested to approve the following changes.

********************Start of the first change ***************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916 Security Assurance Methodology (SCAS) for 3GPP network products

[3]
3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualised network functions".

[4]
ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement".

[5]
3GPP TR 33.927: "Security Assurance Specification (SCAS) ;threats and critical assets ;in 3GPP virtualized network product classes”.

[6]                    3GPP TS 33.527:  " Security Assurance Specification (SCAS) ; for 3GPP virtualized network products ".

[7]
GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements".

[8]
3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) ".

[X]
GSMA FS.14: "Network Equipment Security Assurance Scheme - Security Test Laboratory Accreditation".
[Y]
GSMA FS.15: "Network Equipment Security Assurance Scheme - Development and Lifecycle Assessment Methodology".

********************End of the first change ***************************

********************Start of the second change ***************************

6
Vendor development and product lifecycle processes and test laboratory accreditation


6.1
Overview

According to the description from clause 4.4,  the scope of SECAM accreditation described in TR 33.916 [2] is applicable to all of the network products, regardless of whether the network product is physical network product or virtualized network product. GSMA F.14, F.15 and F.16 [X], [Y] and [7] described test laboratory accreditation, vendor development and product lifecycle processes and security requirements respectively. These are generic accreditation and processes. So, the processes of vendor development and product lifecycle processes and test laboratory accreditation in clause 6 of TR 33.916 [2], which provide the overview of the processes and accreditation in GSMA NESAG are apply to type 1 of virtualized network products as well.
NOTE 1: The product development and lifecycle processes as well as test laboratory accreditation procedure described in the present document needs to be revisited once GSMA SECAG publishes new methodology specifications on NESAS.

NOTE 2 : GSMA SECAG is ultimately responsible for defining the entire vendor development, product lifecycle processes, and test laboratory accreditation, including dispute resolution process. Therefore, it is the responsibility of GSMA SECAG to confirm if the current process defined in GMSA is sufficient to cover type 1 of virtualized network products. 
NOTE 3: The final choices and rules for the accreditation and monitoring rules are under the responsibility of the SECAM Accreditation Body. It is recommended to leave accreditation responsibility to GSMA. This clause outlines what is in scope of the SECAM Accreditation Body.
********************End of the second change ***************************

