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1
Decision/action requested

This contribution proposes to update the PC5 security procedure between U2U Relay and target UE in solution#5.
2
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3
Rationale

This contribution proposes to update the PC5 security procedure between the UE-to-UE Relay and the target UE in solution#5 of TR 33.740 [1] based on the SA2’s conclusion. 

In TR 23.700-33 [2], SA2 has the following conclusions:

“-
For UE-to-UE Relay Per-hop links setup (i.e. PC5 link establishment between Source UE and UE-to-UE Relay, as well as between UE-to-UE Relay and Target UE), Source UE initiates the PC5 link setup with UE-to-UE Relay (first hop), and UE-to-UE Relay initiates the PC5 link setup with the target UE (second hop). Sol#11 is used as basis for normative work.

-
The Layer-2 link establishment procedure as defined in TS 23.304 [3] clause 6.4.3.1 is reused for per-hop link establishment for UE-to-UE Relay with the following clarifications:

-
UE-to-UE Relay initiates the second hop PC5 link establishment after the Security Establishment procedure is completed at the first hop.

-
UE-to-UE Relay sends the Direct Communication Accept message to Source UE after the second hop PC5 link establishment is completed (i.e. UE-to-UE Relay has received Direct Communication Accept message from Target UE).”

Therefore, this contribution propose to improve the details of the PC5 security procedure between the UE-to-UE Relay and the target UE based on the above conclusions, including:

- The UE-to-UE Relay sends Direct Communication Request message to the target UE to trigger the second hop PC5 link establishment.

- The target UE acts as remote UE to responds Direct Communication Response message to perform the second hop PC5 security procedure.

- After completing the second hop PC5 security procedure, the target UE sends Direct Communication Accept message to the UE-to-UE Relay.
4
Detailed proposal

**** 1st change****

6.5
Solution #5: PC5 link security establishment for Layer-3 U2U Relay
6.5.1
Introduction

This solution addresses Key Issue #2 and Key Issue #3. This solution provides a means to establish the secure PC5 link between the source UE/target UE and the UE-to-UE Relay. When UE-to-UE Relay is in coverage, the source UE/target UE may establish the secure PC5 link with the UE-to-UE Relay by using the same security procedure as 5G ProSe UE-to-Network Relay communication. 
NOTE: How to select the PC5 link security procedure proposed by this solution for the source UE/target UE and the UE-to-UE Relay is not addressed in the present document. 
6.5.2
Solution details

Both user-plane (UP) based and control-plane (CP) based procedures of 5G ProSe UE-to-Network Relay can be reused for 5G ProSe UE-to-UE Relay authorization and PC5 link security establishment. 5G ProSe UE-to-UE Relay service and 5G ProSe UE-to-Network Relay service can be distinguished by Relay Service Code.
6.5.2.1
PC5 link security establishment procedure over User Plane
The PC5 link security establishment procedure over User Plane for 5G ProSe UE-to-UE Relay is as follows:
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Figure 6.5.2.1-1: PC5 link security establishment procedure over User Plane for 5G ProSe UE-to-UE Relay
NOTE 1: Figure 6.5.2.1-1 shows the security procedure of the non-roaming for 5G ProSe UE-to-UE Relay services. In this figure, the source UE and the target UE and UE-to-UE Relay use a subscription of the same PLMN. 
0.  The source UE and the target UE is provisioned with the discovery security materials and Prose Remote User Key (PRUK) when it is in coverage. The UE-to-UE Relay is provisioned with the discovery security materials when it is in coverage. These security materials are associated with an expiration time, after which they become invalid. If the UE does not have valid discovery security materials, it needs to connect to the 5G PKMF and obtain fresh ones to use the 5G ProSe UE-to-UE Relay services. The UE gets the 5G PKMF address from the 5G DDNMF. 
NOTE 2: The detail of discovery procedure is not addressed in the present document. 
1.  The source UE performs the discovery procedure and discover the target UE via UE-to-UE Relay.

Editor’s Note: UE-to-UE Relay discovery and communication establish will align with SA2 WG2.

2a. The source UE sends a Direct Communication Request (DCR) that contains the PRUK ID or a SUCI if the source UE does not have a valid PRUK, Relay Service Code (RSC) of the 5G ProSe UE-to-UE Relay service and KNRP freshness parameter 1 to the 5G ProSe UE-to-UE Relay.

Editor’s Note: Its FFS whether the included parameters in Direct Communication Request message in step 2 can be protected by the discovery keys similar as to the Direct Communication Request message when establishing a secure PC5 link in between Remote UE and UE-to-network relay as described in TS 33.503 [6].

2b. The source UE and the UE-to-UE Relay perform the same authorization and key establishment procedure over User Plane as 5G ProSe UE-to-Network Relay. According the PC5 key hierarchy over user plane as defined in clause 6.3.3.2.3 of TS 33.503[6], the PRUK of source UE (Remote UE) will be shared by 5G ProSe UE-to-Network Relay service and 5G ProSe UE-to-UE Relay service. And the PKMF of source UE use the PRUK identified by PRUK ID, KNRP freshness parameter 1, KNRP freshness parameter 2 and the RSC indicating the UE-to-UE Relay service to derive the KNRP different from the 5G ProSe UE-to-Network service.
2c. The UE-to-UE Relay derive the session key (KNRP-SESS) from KNRP and then derive the confidentiality key (NRPEK) (if applicable)  and integrity key (NRPIK) based on PC5 policies. The UE-to-UE Relay sends a Direct Security Mode Command message to the source UE. This message also include the KNRP freshness parameter 2 and be protected as specified in TS 33.536 [9].
2d. If the source UE receives the message containing the GPI, it processes the GPI and derive the PRUK and obtain the PRUK ID from the GPI. 
The source UE derive KNRP from its PRUK, RSC, KNRP Freshness Parameter 1 and the received KNRP Freshness Parameter 2. It then derive the session key (KNRP-SESS) and the confidentiality key (NRPEK) (if applicable) and integrity key (NRPIK) based on the PC5 security policies in the same manner as the UE-to-UE Relay and process the Direct Security Mode Command. Successful verification of the Direct Security Mode Command assures the source UE that the UE-to-UE Relay is authorized to provide the relay service. 
The source UE responds with a Direct Security Mode Complete message to the UE-to-UE Relay as specified in TS 33.536 [9].
3.  On receiving the Direct Security Mode Complete message, the UE-to-UE Relay shall verify the Direct Security Mode Complete message.  Successful verification of the Direct Security Mode Complete message assures the UE-to-UE Relay that the source UE is authorized to get the relay service.After successful verification, the UE-to-UE Relay sends a Direct Communication Request message that contains Relay Service Code to the target UE to trigger the second hop PC5 link establishment.
4a. The target UE responds a Direct Communication Response message to the 5G ProSe UE-to-UE Relay to perform the second hop PC5 security procedure. The Direct Communication Response message contains the PRUK ID or a SUCI if the target UE does not have a valid PRUK, Relay Service Code (RSC) and KNRP freshness parameter 1.
4b-4d. Step 4b-4d are same as step 2b-2d, where the target UE acts the role of the source UE.
5.  On receiving the Direct Security Mode Complete message from the target UE, the 5G ProSe UE-to-UE Relay shall verify the Direct Security Mode Complete message. Successful verification of the Direct Security Mode Complete message assures the UE-to-UE Relay that the target UE is authorized to get the relay service. After successful verification,  the 5G ProSe UE-to-UE Relay sends a Direct Communication Ack message to the target UE.
6.  The target UE sends the Direct Communication Accept message to the 5G ProSe UE-to-UE Relay after received Direct Communication Ack message.
7. The 5G ProSe UE-to-UE Relay sends the Direct Communication Accept message to source UE after received Direct Communication Accept message from Target UE.
8.  The source UE and the target UE establish a secure connection between them.
NOTE 3: How to establish a secure connection between the source UE and the target UE is not addressed in the present document. 

6.5.2.2
PC5 link security establishment procedure over Control Plane
The PC5 link security establishment procedure over Control Plane for 5G ProSe UE-to-UE Relay, as follows:
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Figure 6.5.2.2-1: PC5 link security establishment procedure over Control Plane for 5G ProSe UE-to-UE Relay
NOTE 1: Figure 6.5.2.2-1 shows the security procedure of the non-roaming for 5G ProSe UE-to-UE Relay services. In this figure, the source UE and the target UE and UE-to-UE Relay use a subscription of the same PLMN. 
0.  The source UE and the target UE and the UE-to-UE Relay shall be registered with the network. The UE-to-UE Relay shall be authenticated and authorized by the network to provide UE-to-UE Relay service. The source UE and the target UE shall be authenticated and authorized by the network to receive UE-to-UE Relay service. Discovery security material and PC5 security policies are provisioned to the source UE and the target UE and the UE-to-UE Relay respectively during this authorization and information provisioning procedure. 
NOTE 2: The detail of discovery procedure is not addressed in the present document. 
1.  The source UE performs the discovery procedure and discover the target UE via UE-to-UE Relay.

Editor’s Note: UE-to-UE discovery and communication establish will align with SA2 WG2.

2a. The source UE sends a Direct Communication Request (DCR) that contains its security capabilities and PC5 signalling security policy, the PRUK ID or a SUCI if the source UE does not have a valid PRUK, RSC of the 5G ProSe UE-to-UE Relay service and Nonce_1.

Editor’s Note: Its FFS whether the included parameters in Direct Communication Request message in step 2 can be protected by the discovery keys similar as to the Direct Communication Request message when establishing a secure PC5 link in between Remote UE and UE-to-network relay as described in TS 33.503 [6].

2b. The source UE and the UE-to-UE Relay perform the same authorization and key establishment procedure over Control Plane as 5G ProSe UE-to-Network Relay. According the PC5 key hierarchy over control plane as defined in clause 6.3.3.3.3 of TS 33.503 [6], the PRUK of source UE (Remote UE) will not be shared by 5G ProSe UE-to-Network Relay service and 5G ProSe UE-to-UE Relay service. The source UE performs an 5G ProSe Remote UE specific authentication independent of 5G ProSe UE-to-Network Relay service and derive the PRUK from KAUSF-P by using the RSC of 5G ProSe UE-to-UE Relay service.
2c. When receiving a KNR_ProSe from the AUSF of the source UE via the AMF of UE-to-UE Relay, the UE-to-UE Relay derive the PC5 session key (Krelay-SESS) from KNR_ProSe and then derive the confidentiality key (Krelay-enc) (if applicable)  and integrity key (Krelay-int) based on PC5 policies. The UE-to-UE Relay sends a Direct Security mode command message to the source UE. This message also include the received Nonce_2 and source UE’s PC5 signalling security policy and be integrity protected using Krelay-int. EAP Success message also be included if received from the AMF.
2d. The source UE generate the KNR_ProSe key in the same way as its AUSF, and derive the PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe and process the Direct Security Mode Command. Successful verification of the Direct Security Mode Command assures the source UE that the UE-to-UE Relay is authorized to provide the relay service. 
The source UE send the Direct Security Mode Complete message containing its PC5 user plane security policies to the UE-to-UE relay, which is protected by Krelay-int or/and Krelay-enc according to the negotiated PC5 signalling policies between the source UE and the UE-to-UE Relay.
3.  After the successful verification of the Direct Security Mode complete message, the 5G ProSe UE-to-UE Relay store the 5GPRUK ID in the security context associated to the PC5 link with the source UE and sends a Direct Communication Request message that contains Relay Service Code to the target UE to trigger the second hop PC5 link establishment.
4a. The target UE responds a Direct Communication Response message to the 5G ProSe UE-to-UE Relay to perform the second hop PC5 security procedure. The Direct Communication Response message contains the security capabilities and PC5 signalling security policy of the target UE, the PRUK ID or a SUCI if the target UE does not have a valid PRUK, RSC of the 5G ProSe UE-to-UE Relay service and Nonce_1.
4b-4d. Step 4b-4d are same as step 2b-2d, where the target UE acts the role of the source UE.

5.  After the successful verification of the Direct Security Mode complete message, the 5G ProSe UE-to-UE Relay store the 5GPRUK ID in the security context associated to the PC5 link with the target UE and sends a Direct Communication Ack message to the target UE.
6.  The target UE sends the Direct Communication Accept message to the 5G ProSe UE-to-UE Relay after received Direct Communication Ack message.
7.  The 5G ProSe UE-to-UE Relay sends the Direct Communication Accept message to source UE after received Direct Communication Accept message from Target UE.

8.  The source UE and the target UE establish a secure connection between them.
NOTE 3: How to establish a secure connection between the source UE and the target UE is not addressed in the present document.
6.5.3
Evaluation

TBD
**** End of change****
