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1
Decision/action requested

It is requested to approve the updates to Solution #5 in TR 33.848
2
References

[1]
3GPP TR 33.848, v 0.12.0: “Study on Security Impacts of Virtualisation”
3
Rationale

This contribution addresses EN: “Communication between the PACF and NFV MANO is FFS” in Solution #5 of TR 33.848 [1]. Text and a new figure were added to show how PACF communicates with a Verifier via NFV MANO reference point.
4
Detailed proposal

****Start of Change ****

6.6.3.5
Profile and Attestation Check Function (PACF)

Since the attestation procedures to verify the trustworthiness of VNFs and NFVI exist outside the domain of the 3GPP functional level, access to the attestation results is needed from within the 3GPP functional level. This access allows attestation to be integrated with select procedures in the control plane, such as NF registration and slicing operations. For instance, enterprise slices for some verticals may require the ability to query for proof of successful attestation to support their use cases. Applicability to NF registration is discussed in 6.6.3.6.

Additionally, default application of the same level of attestation to every virtualized NF in a 3GPP network may not be necessary. In which case, the 3GPP functional level can provide an attestation policy to the infrastructure responsible for attestation. The attestation policy describes the conditions for applying attestation and the type of measurements required to meet a specified level of assurance per VNF.

This solution proposes the PACF to coordinate access to attestation results from the 3GPP functional level when attestation is applied. Figure 6.6.3.5-1 presents a reference architecture integrating PACF into the NFV architecture. This architecture assumes the NFVI has been successfully attested and the virtualization layer software can act as the attester for VNFs.
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Figure 6.6.3.5-1 Reference architecture with PACF integrated with NFV architecture

The PACF serves as a bridge between the 3GPP functional level and the attestation infrastructure outside its domain.  The PACF requires a secure communication path to the Verifier. Requests are sent from PACF to the Verifier. Attestation results are sent from the Verifier to the PACF. A trust relationship must be pre-established between the PACF and the Verifier. Other network functions acting as Relying Parties must also trust the Verifier. 
This solution assumes the Verifier is located within the NFV MANO domain. An interface for attestation services can be exposed over a NFV MANO reference point. To access the management services in the MANO, a management network function (MnF) entity can be embedded in the PACF to provide a management service (MnS) consumer for consuming attestation related services. The communication flow between the PACF and MANO is depicted in Figure 6.6.3.5-2.
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Figure 6.6.3.5-2 Communication between PACF and MANO for attestation services
When the PACF receives an attestation request from NF (i.e., rely party NF):

1. The MnF entity within the PACF forwards the attestation request via a NFV MANO reference point
2. The NFV MANO will handle fetching the attestation information from the Verifier deployed within its domain
3. NFV MANO provides a response with the attestation results to the MnF entity within the PACF 
After receiving a response from the attestation services provided by the NFV MANO, the PACF forwards the response to the relying party NF that initiated the attestation request.
****End of Change ****
