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1
Decision/action requested

This contribution provides a solution to the method negotiation using TLS 1.3.
2
References

[1]
3GPP TR 33.739 v0.3.0 (S3-222952) 

3
Rationale

This contribution provides a solution to the method negotiation using TLS 1.3. The reason for this proposed solution is that it uses existing functionality.

4
Detailed proposal

It is proposed that the following pCR is included in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Using existing TLS 1.3 to perform negotiation mechanism

6.X.1
Solution overview

This solution addresses key issue #2.2 by providing a secure way to negotiate the authentication method used between the EEC and ECS/EES using existing procedures. 
6.X.2
Solution details

There are multiple methods that the EEC could use to authenticate to the ECS/EES with the main ones as follows:

NOTE 1: This solution is not taking a stance on the viability of these solutions. It is focusing on providing a method for negotiating between the possible methods. 
The solution use TLS 1.3 with the following included in the ClientHello based on the authentication methods that the EEC can use:
AKMA: AKID and symmetric key ciphersuite(s);
GBA: B-TID and symmetric key ciphersuite(s); 
Digest/Token methods: Ciphersuite(s) supporting server side certificates only; and
Client certificates: Ciphersuites supporting both client and server side certificates.

From this information, the ECS/ESS can determine which are possible authentication methods and complete the TLS handshake appropriately. As A-KID/B-TID are sent the ECS/ESS can easily determine if an AKMA/GBA key is available for that UE. The TLS handshake protects the method from bidding down. 
The solution requires no new functionality to be supported.
6.17.3
Solution evaluation 
TBD
**** END OF CHANGES ****

