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1
Decision/action requested

This contribution proposes a pCR to add the correct threat references for gNB-CU to the TS. 
2
References

[1]
S3-222321 draft TS 33.742 v0.2.0
3
Rationale

This contribution proposes a pCR to add the correct threat references for gNB-CU to the TS. 
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TS [1].
**** START OF CHANGES ****
4.2.2.1
Security functional requirements on the gNB-CU deriving from 3GPP specifications – TS 33.501 [3]



4.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements in clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU by changing the gNB to gNB-CU for the entity under test in the test cases and with the below change to threat references:
4.2.2.1.1
Integrity protection of RRC-signalling
Threat References: TR 33.926 [4], clause W.2.2.2 – Control plane data integrity protection.

4.2.2.1.2
Integrity protection of user data between the UE and the gNB
Threat References: TR 33.926 [4], clause W.2.2.4 – User plane data integrity protection.
4.2.2.1.4
RRC integrity check failure
Threat References: TR 33.926 [4], clause W.2.2.2 –  Control plane data integrity protection.
4.2.2.1.5
UP integrity check failure
Threat References: TR 33.926 [4], clause W.2.2.4 – User plane data integrity protection.
4.2.2.1.6
Ciphering of RRC-signalling
Threat References: TR 33.926 [4], clause W.2.2.1 – Control plane data confidentiality protection.

4.2.2.1.7
Ciphering of user data between the UE and the gNB
Threat References: TR 33.926 [4], clause W.2.2.3 – User plane data confidentiality protection at gNB.
4.2.2.1.8
Replay protection of user data between the UE and the gNB
Threat References: TR 33.926 [4], clause W.2.2.4 – User plane data integrity protection.

4.2.2.1.9
Replay protection of RRC-signalling
Threat References: TR 33.926 [4], clause W.2.2.2 – Control plane data integrity protection.

4.2.2.1.10
Ciphering of user data based on the security policy sent by the SMF
Threat References: TR 33.926 [4], clause W.2.2.8 – Security Policy Enforcement.

4.2.2.1.11
Integrity of user data based on the security policy sent by the SMF
Threat References: TR 33.926 [4], clause W.2.2.8 – Security Policy Enforcement.
4.2.2.1.12
AS  algorithms selection
Threat References: TR 33.926 [4], clause W.2.2.5 – AS algorithm selection and use.
4.2.2.1.13
Key refresh at the gNB
Threat References: TR 33.926 [4], clause W.2.2.7 – Key Reuse.
4.2.2.1.14
Bidding down prevention in Xn-handovers
Threat References: TR 33.926 [4], clause W.2.2.6 – Bidding Down on Xn-Handover.
4.2.2.1.15
AS protection algorithm selection in gNB change
Threat References: TR 33.926 [4], clause W.2.2.5 – AS algorithm selection and use.
4.2.2.1.18
Key update at the gNB on dual connectivity
Threat References: TR 33.926 [4], clause W.2.2.7 – Key Reuse.
4.2.2.1.19
UP security activation in Inactive scenario
Threat Reference:  TR 33.926 [4], clause W.2.2.9 – State transition from inactive state to connected state.

4.2.2.1.2
Control plane data confidentiality protection over N2/Xn/F1 interface
NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 
Requirement Name: Control plane data confidentiality protection over N2/Xn/F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.
Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4. 

Threat References: TR 33.926 [4], clause W.2.2.1 – Control plane data confidentiality protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2].
4.2.2.1.3
Control plane data integrity protection over N2/Xn/F1 interface
NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 
Requirement Name: Control plane data integrity protection over N2/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.
Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause W.2.2.2 – Control plane data integrity protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2].

Editor’s note: The user plane over network interface cases need to be added. 
**** END OF CHANGES ****
�The threat reference added are based on the ones proposed in S3-223343 – they may need to be adjusted depending on progress there.





