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1
Decision/action requested

This contribution proposes adding user plane threats for gNB-DU to the draft CR to TR 33.926. 
2
References

None
3
Rationale

This contribution proposes to add user plane threats for gNB-DU to the draft CR to TR 33.926. 
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the draft CR to TR 33.926 for gNB-CU-CP.
**** START OF CHANGES ****
Z.2.2.2
Control plane data integrity protection

- Threat name: Control plane data integrity protection.

- Threat Category: Tampering data, Denial of Service.

- Threat Description: If the gNB-DU does not provide integrity protection for control plane packets on F1-C reference point, the control plane packets sent over this reference point can be modified without detection. The intruder manipulations on control plane packets can lead to denial of service to legitimate users. This threat scenario assumes that the F1-C reference point is not within the security environment.

- Threatened Asset: Sufficient Processing Capacity, Mobility Management data.


Z.2.2.X
User plane data confidentiality protection 

- Threat name: User plane data confidentiality protection.

- Threat Category: Information Disclosure.

- Threat Description: If the gNB-DU does not cipher and decipher user plane packets on the F1 reference point, then the attackers can compromise user packets on F1. The attackers can gain access to user identifiers, serving network identifiers, location information and can perform user tracking.  This threat scenario assumes that the F1 reference point are not within the security environment.

- Threatened Asset: User plane data.

Z.2.2.Y
User plane data integrity protection

- Threat name: User plane data integrity protection.

- Threat Category: Tampering data, Denial of Service.

- Threat Description: If the gNB-DU does not handle integrity protection for user plane packets for the F1 reference point then all the uplink/downlink user plane packets can be manipulated by intruders to launch Denial of Service attack. This threat scenario assumes that the F1 reference point is not within the security environment.

- Threatened Asset: Sufficient Processing Capacity, User plane data.

**** END OF CHANGES ****
