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1
Decision/action requested

This contribution provides discussion for Ambient IoT security considerations.
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Introduction
3GPP is actively expanding the role of ambient IoT (AIoT) devices to support a plethora of new services and features in 5G networks. Two study items are currently active, one in SA1[1][2] and in RAN [3]. AIoT is an IoT service with an IoT device without a conventional battery that is powered by energy harvesting.  Energy harvested by AIoT devices typically relies on wireless radio waves, solar, light, motion/vibration, heat, pressure, or any other power sources.
The SA1 study focuses on use case, traffic scenario and gap analysis between what is currently defined in 3GPP as part of existing standards to support various massive MTC scenarios.  The just-agreed RAN study on Ambient IoT focuses on RAN impact and improvements, including energy usage, storage, transmission power, etc.  SA1 is expected to go to normative phase sometimes in 2023 and SA2 is expected to take up architectural enhancement to support AIoT for R19 considerations.  It is also natural for SA3 to start some discussion and consideration as well.
4
Discussion
While the RAN study has just begun, the SA1 study has produced several use cases [1]:

- Automated warehousing
- Inventory management

- Smart grid

- Non-public logistics

- Manufacturing

- IoT sensors and smart home

- …
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Figure 1: Typical AIoT device communication scenario
For the supported use case identified in SA1, a number of security considerations and requirements are also identified and discussed.  Most of the discussions can be found in numerous contributions submitted in SA1 and SA1 TR also captures some of the discussions in the form of service requirements.  It is clear that without adequate security, it is not possible for 3GPP operators to offer AIoT services to their customers.
Just to bring to the attention to SA3 some of the discussions in SA1, use cases such as Industrial Wireless Sensor, Logistics and Warehousing, Indoor Positioning, etc can be served with ambient IoT. Since each use case and scenario present a unique set of challenges to ensure securing the connections, privacy of data, and other potential threats, a thorough security analysis that can lead to requirements and solutions is required. Otherwise, the AIoT services, devices, network connections and data could potentially be at risk of being exposed and sabotaged. For some of the use cases and scenarios SA1 has agreed to some security requirements, such as authentication, authorization, etc.  However, these security requirements are service level agreements that require further and proper analysis and discussion by the security experts in SA3. For example, attackers may attempt to compromise the data/signalling confidentiality and integrity for different connections and interfaces. For the Ambient enabled IoT devices, they have distinguished characteristics such as: battery-less, ultra-low cost, small size, maintenance-free and long-life cycle. The fundamental issue could be discussed is how much security capability it could support, since comparing to the NB-IoT/RedCap/NR UEs, the Ambient enabled IoT device has less resources and capabilities in terms of storage and computation. In order to provide appropriate level of security protection under limited resource constraints for such potential risks, SA3 should keep an open mind to other new security technologies such as lightweight security or enhancing existing security architecture to support new security models.
4
Detailed proposals
While it is never too early to consider security for AIoT, SA3 does need to take into considerations the progress in other working groups such as SA1, SA2, and RAN while also take into account the 3GPP-wide release timelines for current and future releases.  It is proposed that SA3 to be supportive of the AIoT studies by other working groups and be ready to take up the security analysis and study once sufficient progress has been made. 
