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1
Decision/action requested

This pCR proposes new solutionfor key issue in TR 33.883
2
References

[X]
3GPP TR 33.883 Study on security enhancements for 5G multicast-broadcast services phase 2.
3
Rationale

There are few ENs in the solution#2 in TR 33.883 [X]. 

#1: SA2 EN justification:

To address this Editor´s Note, we propose to send a LS out for SA2 aligment. 
Editor’s Note: Which of these mechanisms should be standardized is FFS. This can be aligned with SA2.

Editor’s Note: Need to coordinate with SA2 on proposed TMGI definition.

#2: Same key across different PLMN EN justification:

Same keys can be derived with the support of Application Function and MOCN specific Session ID. 

Hence propose to remove this EN.
Editor’s Note: How to derive the same key using common identifires is FFS.

#3 Standardization EN justification:
Each method proposed has it´s own advantages over the other and having those alternatives as standardization option and left to implementation. Also, these variants can be evaluated further, and it is not an issue to be solved in the solution itself. Hence recommend removing below Editor note.
Editor’s Note: Which of these mechanisms should be standardized is FFS.

4
Detailed proposal

****************************** Start of changes **************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

      [2]




3GPP TR 23.700-47: "Study on architectural enhancements for 5G multicast-broadcast services ".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[4]
3GPP TS 23.003: "Numbering, addressing and identification".

[5]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification".
[6]
3GPP TS 23.247: "5G multicast-broadcast services; Stage 2".

[7]                        3GPP TS 33.535: “Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)”

****************************** Next change **************************
6.3
Solution #2: MOCN security handling for MBS
6.3.1
Introduction 

This solution addresses the key issue #1 “security handling in MOCN network sharing scenario” from present document. 

6.3.2
Solution details

6.3.2.1
MOCN Broadcast Procedure


[image: image1.emf]UE#1 UE#2 UE#3

MOCN 

RAN

MBSTF/

MB-SMF

AF

PLMN_A PLMN_B PLMN_C

MBSTF/

MB-SMF

MBSTF/

MB-SMF

PLMN_A PLMN_B PLMN_C

1. MOCN TMGI Allocation

2.Separate Service announcement for UE#1,UE#2,UE#3

5.Media Stream from AF via each PLMN

7a.PTM transmission

7b.PTM transmission

7c.PTM transmission

6.For MOCN TMGI, RAN ignores other 

PLMN broadcast content and considers 

only one PLMN media stream

3.Common across operator derives MSK and MTK with 

unique key id for MOCN

4.Traffic protection key across operator is same.


Figure 6.3.2.1-1: MOCN broadcast procedure

UE#1 belong to PLMN A, UE#2 belong to PLMN B, UE#3 belongs to PLMN C. And corresponding MBSTF, MB-SMF, MB-UPF is independently present for each operator / PLMN A, B and C. 

Step 1   MOCN TMGI allocation is performed by MB-SMF. TS 23.247 can be referred for normal TMGI allocation. Same procedure is followed but the TMGI structure used is MOCN TMGI shown in this document in section 6.3.2.2.

Step 2 Separate service announcement is made for broadcast services to UE#1, UE#2 and UE#3 by respective PLMNs.

Step 3 This step is without involving AF option. All operators use unique key id for MOCN and derive the keys for MSK, MTK which is common for MOCN broadcast scenario. 

Step 4 Traffic protection uses common one across all operators.

Step 5 when the media stream from AF is received to each MB-UPF of PLMN A, B, C. Each MB-UPF of each PLMN will forward the media stream to MOCN RAN. 

Step 6 MOCN RAN considers only one media stream content and ignores the rest of the media stream content received from rest of the TMGI. RAN decides based on the common MOCN TMGI ID used in media stream. Clause 6.3.2.2 describes possible ways to arrive at a common MOCN TMGI.

Step 7 PTM transmission is made from MOCN RAN to all UE of different operators.  

6.3.2.2
Common MOCN TMGI

Current Temporary Mobile Group Identity (TMGI) is used within MBMS to uniquely identify Multicast and Broadcast bearer services. But this ID is unique to a particular PLMN. Different PLMNs uses their own TMGI id for set of UEs belong to them. 

Considering the MOCN for broadcast usecase in 5G, TMGI can’t be unique only to one operator and it has to be common across the different PLMNs. This solution proposes four possible ways to arrive at a common MOCN TMGI. Figure 1 illustrates these mechanisms.
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Figure 6.3.2.2-1: Possible mechanisms for a common MOCN TMGI

1. MBMS service ID and default MOCN MCC and MNC configured by the operators. Values for MCC and MNC can be reserved for MOCN usecase and used across different operators.

2. MBMS service ID and AF ID instead of MNC, MCC. AF_ID is defined in TS 33.535[7].

3. Addition of new field to include AF_ID with MBMS service ID and with MCC=MNC=Zero.

4. Addition of new field to include MOCN_ID with MBMS service ID and with MCC=MNC=Zero.

Editor’s Note: Which of these mechanisms should be standardized is FFS. This can be aligned with SA2.

6.3.2.3
MOCN keys MSK MTK

Considering the MOCN for broadcast usecase in 5G, common mechanisms to derive MSK and MTK are required across the different PLMNs. This solution proposes three possibile mechanisms for MOCN key identification. This proposal considers configurations of common fields for MOCN. For example, setting Key domain ID to a default value for all PLMNs involved in the MOCN. Figure 2 illustrates these proposed mechanisms.

MOCN MSK

1. Key domain can be set as default values or set to zero or new MOCN ID can be introduced instead of key domain ID. Differentiation bit must be set to show the difference between MOCN ID or key domain ID.MSK ID remains as before 4 bytes.

2. Key domain ID can be set to Zero or default value. MSK ID can remain as before with 4 bytes. MOCN ID can be introduced, and range of values are defined. For many such MOCN use cases, where different broadcast cases of RAN sharing will be assigned a MOCN ID value. MSK ID remains as before 4 bytes.

3. Key domain ID can be set to Zero or default value. MSK ID remains as before 4 bytes. AF ID is newly introduced and assigned the FQDN of AF & security protocol identifier. MSK ID remains as before 4 bytes.

MOCN MTK

1. Key domain can be set as default values or set to zero or new MOCN ID introduced instead of key domain ID. Differentiation bit must be set to show the difference between MOCN ID or key domain ID.MSK ID remains as before 4 bytes & MTK as 2 bytes.

2. Key domain ID can be set to Zero or default. MSK ID remains as before 4 bytes. MOCN ID is newly introduced, and range of values are defined. For many such MOCN use cases, where different broadcast cases of RAN sharing will be assigned a MOCN ID value. MSK ID remains as before 4 bytes & MTK as 2 bytes.

3. Key domain ID can be set to Zero or default. MSK ID remains as before 4 bytes. AF ID is newly introduced and assigned the FQDN of AF & security protocol identifier. MSK ID remains as before 4 bytes & MTK as 2 bytes.
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Figure 6.3.2.2-2: Possible options for MSK and MTK for MOCN


NOTE 1: Each method proposed has it´s own advantages over the other and having those alternatives as standardization option and left to implementation.

NOTE 2: Same keys can be derived with the support of Application Function and MOCN specific Session ID.

Editor’s Note: Need to coordinate with SA2 on proposed TMGI definition.

6.3.3

System impact

TBD

6.3.4
Evaluation

TBD
******************************* End of changes ***********************
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