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1
Decision/action requested

This paper proposes an update of the evaluation of solution #2.
2
References

[1] TR 33.892 Study on URSP rules to securely identify applications

3
Rationale

It is proposed to add further evaluation to the solution #2.
4
Detailed proposal

Start of Changes

6.2.3
Evaluation

The PCF needs to be provisioned with the fingerprint of the certificate of the genuine application publisher additionally to the application ID, the URSP rule needs to be enhanced to carry the certificate fingerprint and the UE needs to take the certificate fingerprint into account, additionally to the application ID, when applying a URSP rule.


The solution does not apply for UEs that are tampered, i.e. where an attacker has full access to the operating system protected storage and the modem storage. In that case the attacker can manipulate the URSP rule in any way and can circumwent all other security mechanisms in place. 
End of Changes

