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*************** START OF CHANGE 1 ********************
[bookmark: _Toc19696852][bookmark: _Toc26876846][bookmark: _Toc35529476][bookmark: _Toc35529566][bookmark: _Toc51230235]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class".
[5]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[6]	3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification".
[X]	3GPP TS 33.501 (Release 17): "Security architecture and procedures for 5G system".

****************** END OF CHANGE 1 ***************

*************** START OF CHANGE 2 ********************
[bookmark: _Toc19696863][bookmark: _Toc26876857][bookmark: _Toc35529487][bookmark: _Toc35529577][bookmark: _Toc51230246]4.2.2.1.2	Integrity protection of user data between the UE and the gNB
Requirement Name: Integrity protection of user data between the UE and the gNB.
Requirement Reference: TS 33.501 [X2], clause 5.3.3
Requirement Description: "The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.The gNB shall support integrity protection of user data packets over the NG RAN air interface" as specified in TS 33.501 [X2], clause 5.3.3.
NOTE: 	This requirement does not apply to the gNB that is used as a secondary node connecting to the EPC.
Threat References: TR 33.926 [5], clause D.2.2.4 – User plane data integrity protection.
Test Case:
Test Name: TC-UP-DATA-INT_gNB
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 
-	The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-	Tester shall enable the user plane integrity protection and ensure NIA0 is not used.
-	Tester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via  the NG RAN air interface, or can capture the message at the UE. 
Execution Steps:

1. The NIA0 is disabled at UE and gNB.
2. gNB sends AS SecurityModeCommand message to the UE, and UE responses with AS SecurityModeCompleteRRCConnectionReconfiguration with integrity protection indication "on".
3. Check any User data sent by gNB after sending AS SecurityModeCommand RRCConnectionReconfiguration and before UE enters CM-Idle state is Integrity protected.
Expected Results:  
Any user plane packets sent between UE and gNB over the NG RAN air interface after gNB sending AS SecurityModeCommand RRCConnectionReconfiguration is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
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