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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
[bookmark: _Toc19542440][bookmark: _Toc35348442][bookmark: _Toc44937924]4.3.4.5	No compiler, interpreter, or shell via CGI or other server-side scripting
Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g. PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Test Case: 
Test Name: TC_NO_COMPILER_FOR_CGI
Purpose:
To verify that there are no compilers, interpreters or shell accessible via CGI or other scripting components.To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1.	Consult the web server configurations to identify all directories used for CGI or other scripting components.
21.	Check that there are no compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells) in the directory/directories used for CGI or for other scripting tools (including PERL, PHP, and others).
2.	Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
-	System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.There are no compilers, interpreters or shells in directories accessible via CGI or other scripting components.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Part of web server configuration showing all directories accessible by the CGI/scripting components
-	List of files inside the directories accessible by the CGI/scripting components
-	Test result (Passed or not)
********** END OF CHANGE **********


