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1
Decision/action requested

It is proposed to  approve the  pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

This KI adds the description and security requirements for revocation of authorization.

4
Detailed proposal

It is proposed to approve the pCR below.
++++++++++++++++++++ 1st change ++++++++++++++++++++++
5.X
Key Issue #X: Authorization revocation
5.X.1
Key issue details
After a user gives authorization for  invocations of an exposed API related to the user, the user could also wish to revoke the authorization at a later time. 
5.X.2
Threats

If authorization can't be revoked, unintended and malicious access to the user's information or negative service impact could be possible. 

5.X.3
Potential security requirements
The user shall be able to revoke authorization at any time. The API exposing function shall from then on reject requests based on the revoked authorization.
