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*** BEGIN CHANGES 1 ***
[bookmark: _Toc532211148][bookmark: _Toc44943858][bookmark: _Toc58252703]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".
[2]	IETF RFC 2986: "PKCS#10 Certification Request Syntax Specification Version 1.7".
[3]	Void.
[4]	IETF RFC 4210: "Internet X.509 Public Key Infrastructure Certificate Management Protocol".
[5]	IETF RFC 2252: "Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions".
[6]	Void.
[7]	"PKI basics – A Technical Perspective", November 2002, http://www.oasis-pki.org/pdfs/PKI_Basics-A_technical_perspective.pdf. 
[8]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[9]	3GPP TS 33.203: "Access security for IP-based services".
[10]	3GPP TS 33.220: "Generic Authentication Architecture: Generic Bootstrapping Architecture".
[11]	Void.
[12]	Void.
[13]	Void.
[14]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[15]	IETF RFC 4945: "The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2, and PKIX".
[16]	Void.
[17]	Void.
[18]	IETF  RFC 6712: "Internet X.509 Public Key Infrastructure -- HTTP Transfer for the Certificate Management Protocol (CMP)".
[19]	IETF RFC 4211: "Internet X.509 Public Key Infrastructure Certificate Request Message Format (CRMF)".
[20]	IETF RFC 2818: "HTTP Over TLS".
[21]	IETF RFC 5922: "Domain Certificates in the Session Initiation Protocol (SIP)".
[22]	IETF RFC 5924: "Extended Key Usage (EKU) for Session Initiation Protocol (SIP) X.509 Certificates".
[23]	Void.
[24]	Void.
[25]	IETF RFC 1035: "Domain Names - Implementation and Specification".
[26]	Void.
[27]	Void.
[28]	Void.
[29]	Void.
[30]	Void.
[31]	3GPP TS 23.251: "Network sharing; Architecture and functional description".
[32]	3GPP TS 32.508: "Telecommunication management; Procedure flows for multi-vendor plug-and-play eNode B connection to the network".
[33]	3GPP TS 32.509: "Telecommunication management; Data formats for multi-vendor plug and play eNode B connection to the network".
[34]	Void.
[35]	Void.
[36]	Void.
[37]	Void.
[38]	Void.
[39]	Void.
[40]	Void.
[41]	Void.
[42]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".
[43]	IETF RFC 7427: "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2)".
[44]	Void.
[45]	Void.
[46]	Void.
[47]	IETF RFC 6960: " X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".
[48]	IETF RFC 8201: "Path MTU Discovery for IP version 6".
[49]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[50]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[51]	IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".
[52]	IETF RFC 6125: "Representation and Verification of Domain-Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) Certificates in the Context of Transport Layer Security (TLS)".
[53]	IETF RFC 7633: "X.509v3 Transport Layer Security (TLS) Feature Extension".
[54]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[55]	3GPP TS 23.003: "Numbering, addressing and identification".
[56]	3GPP TS 29.510: "5G System; Network function repository services; Stage 3". 
[57]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[58]	CA-Browser-Forum-BR-1.8.0, August 2021, https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.8.0.pdf
[X]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[X+1]	GSMA PRD FS.34 Key Management for 4G and 5G inter-PLMN Security
*** END CHANGES 1 ***

*** BEGIN CHANGES 2 ***
6.1.3c.y	SEPP certificate profiles
6.1.3c.y.1 Introduction 
Separate TLS entity certificate profile requirements may be applied for SEPP during different use cases.
SEPP intra-domain certificate profile requirements are applied for SEPP when connecting to other NFs/SCPs in the same operator domain. 	Comment by Jani Ekman: better to use “SEPP intra-domain cert profile” (similar to “SBA intra-domain” vs. “SBA inter-domain” already discussed in TS 33.310 in clause 6.1.3c.1**)
+++
** here: “Different TLS entity certificate profile requirements may be applied to intra-domain and/or inter-domain SBA for NF producers, NF consumers and NRF instances, and Security Edge Protection Proxy (SEPP) nodes applicable to 3GPP 5GC roaming. ”	Comment by Ericsson: Yes, aligned wording is better.
SEPP inter-domain certificate profile requirements are applied for SEPP when connecting to other SEPPs in different domains. 	Comment by Jani Ekman: better to use “SEPP inter-domain cert profile” (similar to “SBA intra-domain” vs. “SBA inter-domain” already discussed in TS 33.310); but here “SEPP interconnect” could still be used for N32 in general
NF certificate profile requirements are applied for SEPP when providing the Nsepp_Telescopic_FQDN_Mapping service to the NFs in the same operator domain.
6.1.3c.y.2 SEPP intra-domain certificate profile
TLS certificates used between a SEPP and other NFs/SCPs in the same domain shall be directly signed by the root CA or an intermediate CA whose certificate has a valid certificate chain up to this root CA in the operator domain that the SEPP entity belongs to.
The same requirements to the NF certificate profile as listed in clause 6.1.3c.3 apply, except for the following requirements :
-	The following requirement is not applicable: "subjectAltName should (in TLS client and server certificates) contain a URI-ID with the URI for the NF Instance ID as an URN; this URI-ID shall contain the nfInstanceID of the Network Function instance using the format of the NFInstanceId as described in clause 5.3.2 of TS 29.571 [57]."	Comment by Ericsson: This is not needed for Rel-17 mirror CR.
The following requirement is not applicable: "subjectAltName should (in TLS server certificates) contain URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function producer instance for the NF service API(s) that it provides; using wildcard URIs should be avoided";
-	The following requirement is not applicable: "subjectAltName should (in TLS server certificates) contain URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function consumer instance for the NF service callback URI(s) that it provides; using wildcard URIs should be avoided".
6.1.3c.x.3 SEPP inter-domain certificate profile
SEPP inter-domain certificates are used between a SEPP and intermediaries (e.g., IPXs) or peer SEPPs in the different domains on the N32 interface. SEPP inter-domain certificates can be signed by an intermediate CA in the operator domain that the SEPP entity belongs to, as also described in GSMA PRD FS.34 [X+1] The intermediate CA can be cross-certified by an Interconnection CA in the peer domain if the cross-certification is done as specified in clause 5.1.1.2. 
The same requirements on the subject field (CN-ID) in the NF certificate profile as specified in clause 6.1.3c.3 apply to the SEPP inter-domain certificate profile.
The requirements in the NF certificate profile as specified in the Table 6.1.3c.3-1 apply to the SEPP inter-domain certificate profile.
SEPP inter-domain TLS client and server certificates shall include subjectAltName fields as DNS-ID (that is, using dNSName subjectAltName). The DNS-ID shall contain all PLMN IDs that the SEPP represents on a given N32 connection, and the DNS-ID shall be structured as:	Comment by Jani Ekman: the biggest concern here is that this does not distinguish between TLS EE certs for N32-c vs. N32-f, and if TLS vs. PRINS is used for N32-f !!
+++
Note that these SEPP FQDNs for N32-f shall correspond to the info in: SecNegotiateReqData.plmnIdList[n] (and SecParamExchReqData.plmnIdList[n]).
+++
Similarly note that these SEPP FQDNs for N32-c shall correspond to the info in: SecNegotiateReqData.sender (and SecParamExchReqData.sender) and SecNegotiateRspData.sender (and SecParamExchRspData.sender)	Comment by Ericsson: It is a good question that do we want to have separate certificate profile for N32-c and N32-f? 
One way is to have a general requirement valid for both N32-c and N32-f connection (like current proposal), and the validation details can be further specified in TS 29.573 and 33.501.
sepp<SEPPID>.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org
where "<SEPPID>" field is the SEPP ID as specified in clause 13.2.2.4.2 of TS 33.501 [X], and where "<MNC>" and "<MCC>" fields correspond to the MNC and MCC of the operator's PLMN. Both the "<MNC>" and "<MCC>" fields are 3 digits long. If there are only 2 significant digits in the MNC, one "0" digit shall be inserted at the left side to fill the 3 digits coding of MNC.
The well-known SEPP FQDN sepp.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org is only used to trigger SEPP discovery via DNS. The well-known FQDN shall not be used for naming a SEPP and shall not be presented in CN or SAN fields of SEPP inter-domain certificates. 	Comment by Jani Ekman: here again (N32-c vs. N32-f)

*** END CHANGES 2 ***

