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1
Decision/action requested

It is requested to approve the new Key issue for FS_ZTS
2
References

[1] NIST Special Publication 800-207, ‘Zero Trust Architecture’, August 2020.

3
Rationale

In the last SA plenary meeting, SID SP-220674 was approved with three main objectives. The first one addresses the analysis of the 3GPP 5GS security scenarios related to the 5G core network that may benefit from a Zero Trust principle and identify the associated threats. Zero trust principles [1] recommends making a continuous evaluation of the security posture of each of the endpoints as a precondition to allow the communication between them. OAuth 2.0 access tokens enable authorized communications between NFs in 5G core. This key issue focuses on the authorization framework in 5G core, specifically in the potential misuse of the OAuth 2.0 access tokens by NFs with abnormal behaviour. The abnormal behaviour of the NFs can be caused by multiple reasons, such as wrong configurations, corruption of the software instances, or NF being compromised by an attacker. 
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Risk of authorization misuse by anomalous Network Functions
5.x.1
Issue details
Zero trust principles [1] recommends making a continuous evaluation of the security posture of each of the endpoints as a precondition to allow the communication between them. 
This key issue focuses on the authorization framework in 5G core, for example in the potential misuse of the OAuth 2.0 access tokens by NFs with abnormal behaviour. The abnormal behaviour of the NFs, which might be detected for instance by the usage of trust monitoring/evaluation, can be caused by multiple reasons, such as wrong configurations, corruption of the software instances, or NF being compromised by an attacker.

The authorization once granted may be long lived, depending on the implementation. Thus, if the security posture of one particular NF changes, because for example it has been compromised, it will keep all permissions to access and consume services in 5G core until the expiration of authorization.

Once the auhtorization is revoked and no longer valid, currently there is no mechanism to transmit this information to all the target NF Service Producers for which authorization may be valid. 
5.x.2
Security Threats
If an NF which is authorized become compromised and/or start to behave abnormally, it may be able to provoke a disruption or damage in 5G core. 


5.x.3
Potential security requirements
The 5G core system should provide mechanisms to avoid that a compromised or anomalous NF with critical trust level(s) gains or retains authorization rights in the network to access and consume services from NF producers. 


************ END OF CHANGES ************

