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1
Decision/action requested

Discuss this proposal for KI structure
2
References

[1]
3GPP TR 23.700-95: "Study application enablement aspects for subscriber-aware northbound API access"

[2]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

In the SNAAPPY conf call during SA3#108e it was proposed to implement the following structure:

4
Detailed proposal

It is proposed to discuss the structure described below:

Discussion: 

Eri: ok with general structure, maybe add other two SA1 req: allow UE to provide revoke consent, confidentiality of external ID → AP Alf

Eri: add table to match requirements and use cases.

DCM: maybe not urgent, but will try to provide.

Eri: observation about requirements should also be provided by other companies before next conf call, discuss these in the next weeks conf call.

DCM: do the CAPIF 2-2e security requirements cover the current KI#1 security requirements

Eri: maybe even more than covered

Xiaomi: does API invoker on boarding need to be added?

DCM: is existence of onboarding procedure decided in SA6 or in SA3?

Xiaomi: onboarding is defined in CAPIF, should be defined in SA3

DCM: does that become a new key issue?

Xiaomi: part of KI#1

Huawei: onboarding is defined by SA6, is there any additional work needed in SA3?

Xiaomi: auth between UE and AEF should be necessary for onboarding

Huawei: what needs to be done SA3

Xiaomi: onboarding provides baseline of security in CAPIF

Huawei: reuse the credential of onboarding? Add additional sec requirement on KI#1?

Huawei: should we capture use cases first?

DCM: prefer only reference, not try to have a complete table, but just refer for explanation

Huawei: so we limit our scope to the currently defined use cases.

DCM: also take into consideration the SA1 requirements. Otherwise try to stay with the SA6 use cases. 

Huawei: SA6 use cases covers SA1 reqs

Apple: should we capture SA1 requirement in SA3 spec, during SA3 study better to take SA1 reqs into consideration, also for evaluation of solutions also include SA1 req. In KI only endorse SA3 specific requirements. 

Huawei: make clear what is our scope. SA6 define use cases based on SA1 reqs. Not start use case discussion.

DCM: agree not going into use case discussion, but security architecture can and should be discussed in SA3.

Apple: just refer to use cases in SA6 spec, not copy, SA6 use cases, only reference SA1 requirements, when developing SA3 requirements, SA1 reqs should be taken into consideration, to make sure those do not contradict. No need to add a copy of SA1 requirements in SA3 study

DCM: these are in this document for ease of discussion. We can take them out for the final TR.

Eri: key issue details gives motivation, referring to SA6 and SA1 use cases and reqs, include observation in the key issue details.

Huawei: key issue clearly mentions which use case it will address, describe relation between use case and key issue in the key issue. Usually, use case will not be used to derive requirement directly.

DCM: make clause 5.0 one big editor's note (just for convenience, so not to have to open multiple documents)

Huawei: in KI#1, the last requirement is already captured by the CAPIF requirements.

Eri: new thing in this is that the invoker can be in the UE, so maybe additional wording is required

DCM: solutions may be different, but the wording still seems to apply because it always says API invoker.

Huawei: maybe just keep general requirement

DCM: prefer precise requirements, e.g. which endpoints are mutually authenticated.

DCM: is a description of threats required for KI#1?

Eri: maybe if some specific threats are identified

Huawei: for KI#1, modify current KI#1?

DCM: yes
Xiaomi: is it required to authorize an application when it is not visible to 5G system?

DCM: maybe the more important point would be one central place to revoke invocation
Apple: better to discuss based on use case
DCM: in my opinion, related to use case#2
Xiaomi: so in use case2, only UE needs to be authorized
DCM: need to restructure the requirements to expose redundancy
Huawei: do we need different different terms, subscriber is confusing. Limit to API invoker and resource owner
Eri: also there is subscription owner and subscription user.
Huawei: just limit to resource owner and API invoker
DCM: API invoker can be both: the one directly accessing the AEF, or the one triggering an AF to invoke the API. Thus another term is required. cf. Use case 2

DCM: maybe triggerer ;)?
Action points:
Alf: copy 2 more SA1 requirements
Alf: turn 5.0 into editor's note  to be removed after Kis are stable
Alf: collect similar requirements in KI#2
Alf: Replace subscriber by "triggerer"
Everyone: bring observations on use cases and SA1 requirements → to be included in key issue details
Henry: short description of onboarding and requirements
input by Wednesday
Call on Thursday extended by one hour (closing later if required)
****Start ****
5
Key issues

Editor's note: 
5.0
Use cases (copied from 23.700-95 Annex A, not for  inclusion, but for reference)

5.0.1
AF originated API invocation: Gaming

5.0.1.1
General
This use case is an example of AF-originated API invocation with a gaming application. In this use case, the end user (also a subscriber of the MNO) allows the AF (game provider's server) to invoke the QoS API (offered by MNO) to modify the QoS of the end user.
5.0.1.2
Pre-conditions
An end user (also a subscriber of the MNO) is playing a time-sensitive game using a game client application on the end user’s UE communicating with a game provider's server. The end user wants to have a high-quality and low-latency communication for better service experience, so the game server (AF or API invoker) tries to invoke the QoS API provided by the 5GC of the MNO to change the end user's QoS according to the request from the game client application on the end user's UE. Changing the QoS may affect the charging rate to the end user, so the game server needs to get authorized to invoke the API by the end user.
5.0.1.3
Service flows
1.
The game server triggers an authorization procedure of the QoS API provider where the MNO subscriber (end user) is asked to confirm whether the game server can invoke QoS API with extra charge. 
2.
The MNO subscriber (end user) authorizes the game server to apply the QoS change with extra charge. 
5.0.1.4
Post-conditions
After receiving this authorization as per the authorization procedure, the game server invokes the QoS API. 
NOTE:
This is an example of real-time or near real-time request of authorization, but the game server may also use the authorization information given by the MNO subscriber in the past authorization procedure
5.0.2
Location

5.0.2.1
General
This use case is an example of UE-originated API invocation with a location tracking application. In this use case, the end user (also a subscriber of the MNO) on UE X allows the end user on UE Y to invoke an API to track the location of the end user on UE X.
5.0.2.2
Pre-conditions
A tracking application enables the user on UE Y to track the location of a user on UE X. An API Provider AP provides location APIs for the end users on UE X and UE Y, and the tracking application on the UE utilizes the location APIs to provide the tracking functionality.
5.0.2.3
Service flows
1.
Tracking application of UE Y triggers the AP to obtain consent from end user on UE X. 
2.
Consent is obtained from the end user on UE X via an authorization procedure of the AP allowing “Tracking application on UE Y" to invoke the location API for UE X exposed by AP (UE-originated API invocation as shown in Figure 4.1.1-1). 
5.0.2.4
Post-conditions
After receiving the authorization as per the authorization procedure of the AP, the tracking application on UE Y invokes the location API of AP for obtaining location of user on UE X.
End of editor's note
5.0A.1
Requirements from 22.261 (for convenience)
The 5G system shall be able to:

1:
provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.

2:
provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.

3: allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.

4: preserve the confidentiality of the UE's external identity (e.g. MSISDN) against the third-party.

5.0A.2 Discussion of these requirements
Case 1 discussion may be required – include Eri concern about misuse of information, not solving all security problems,  etc.
Case 2 seems to indicate that there is only one application on the UE that performs the API access, and access to this application by other applications is controlled on the UE (out of scope of 3GPP), e.g. using the UE's operating systems permissions 
5.1
Key issue 1: Checking authentication and authorization of invoker

5.1.1
Key issue details 

Only certain invokers are permitted to invoke subscriber aware northbound APIs, Therefore it is necessary to authenticate and authorize these invokers to access the APIs. The requirements for CAPIF apply.

Add text: For SNAAPP, the API invoker can also reside on a UE.

5.1.3
Potential security requirements 

The requirements for the CAPIF-2 interface of 33.122 clause 4.4 shall apply:

(quoted for convenience)

The CAPIF-2/2e reference points between the API invoker and API exposing function shall fulfil the following requirements:

-
 [CAPIF-SEC-4.4-a] Mutual authentication between the API invoker and the API exposing function shall be supported.
-
 [CAPIF-SEC-4.4-b] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be integrity protected.
-
 [CAPIF-SEC-4.4-c] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be protected from replay attacks.
-
 [CAPIF-SEC-4.4-d] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be confidentiality protected. 
-
 [CAPIF-SEC-4.4-e] Privacy of the 3GPP user over the CAPIF-2 and CAPIF-2e reference points shall be protected.
-
 [CAPIF-SEC-4.4-f] The API exposing function shall determine whether API invoker is authorized to access service API.
Additionally, the requirement from existing KI1 shall apply:
The API invoker UE shall be authenticated and authorized to access the API, and the communication shall be protected against confidentiality, integrity and replay attacks
5.2
Key Issue 2: Checking authorization before allowing access

5.3.1
Key issue details 

Resource owners need to be able to control access to their resources. 

5.3.3
Potential security requirements 

Comm-1: The communication shall be protected against confidentiality, integrity and replay attacks

Authn-1-UE: As per requirement in 22.261, in case the resource owner's UE triggers the AF to invoke an API, the triggering UE shall be authenticated to the API exposing function.
Authz-1-General: Access to resources of the resource owner via the northbound APIs shall only be allowed if the resource owner has authorized it.
Authz-2-App: Authorization shall be given to an application. How the application itself is authenticated is out of scope of 3GPP
. 
Authz-3-OtherSub: In case it is not the resource owner triggering the AF to invoke an API, the triggerer UE of the AF shall be authorized by the resource owner to trigger the API invocation. 
Authz-4-Scope: The 5G system shall be able to limit the scope of API requests to resources owned by a resource owner. Authorization scopes and token claims shall be applied in such way, that the  incoming API calls can be validated. 
Authz-5-Revoke: The resource owner shall be able to revoke authorization at any time. From then on requests based on the revoked authorization shall be rejected.
Below is the collection of requirements sorted to show howthe above req by the requirements above.
Collecting similar requirements:

General requirement relating to communications:
Comm-1: From draft KI#2 : The communication shall be protected against confidentiality, integrity and replay attacks

Requirements relating to authentication: 

Authn-1-UE: From draft KI#2 : As per requirement in 22.261, in case the resource owner's UE triggers the AF to invoke an API, the triggering UE shall be authenticated to the API exposing function.
Requirements relating to authorization:
Authz-1-General: From draft KI#5: Authorization by the resource owner shall be checked before allowing access, via the northbound APIs, to resources of the resource owner.
Authz-2-App: From KI#1: The invoker of the API shall be authorized by the resource owner to invoke the API to access resources. Authorization shall be given to an application. How the application itself is authenticated is out of scope of 3GPP
. From draft KI#3: Applications acting on behalf of a resource owner shall not be able access APIs without consent from the resource owner. From draft KI#4: API invokers acting on behalf of a subscriber shall not be able to access resources owned by another subscriber without the authorization of the requesting subscriber. 

Authz-3-OtherSub: From draft KI#2 : In case it is not the resource owner triggering the AF to invoke an API, the triggerer UE of the AF shall be authorized by the resource owner to trigger the API invocation. From draft KI#4: API invokers acting on behalf of a subscriber shall not be able to access resources owned by another subscriber without the authorization of the resource owner (i.e. the other subscriber). 
Authz-4-Scope: From draft KI#3: The 5G system shall be able to limit the scope of API requests received from an API invoker acting on behalf of a resource owner to resources owned by the resource owner. From draft KI#4: The 5G system shall be able to limit the scope of API requests received from an API invoker acting on behalf of a triggerer according to the authorizations granted by the resource owner to the requesting subscriber. From draft KI#6: Authorization scopes and token claims shall be applied in such way, that the  incoming API calls can be validated. 
Authz-5-Revoke: From draft KI#5: The resource owner shall be able to revoke authorization at any time. From then on requests based on the revoked authorization shall be rejected.

















From draft KI#7, however there was a question to the definition of "dynamic" resources and whether SNAAPP would need to deal with those.

(maybe) Access to dynamic resources shall only be possible with proper authorization. 
5.X
Key issue #X: <Title>

5.X.1
Key issue details 

5.X.2
Threats

5.X.3
Potential security requirements 

****End ****
�Subscriber -> triggerer chnge not done because this is verbatim copy of SA6 specification


�DCM: can be removed because it is covered by KI#1


�Eri: maybe more related to KI#1, maybe some contradiction to SA1 requirement if application is not visible, discuss if requirements are feasible from security point of view


DCM: see the discussion at 5.0A.2


�DCM: can be removed because it is covered by KI#1


�Eri: maybe more related to KI#1, maybe some contradiction to SA1 requirement if application is not visible, discuss if requirements are feasible from security point of view


DCM: see the discussion at 5.0A.2


�Huawei: what is the "party" in this case? 


�Eri: concern: can't solve all security issues by authorization. There will be no way to ensure that the information will be shared in a secure manner. So why should 3GPP be responsible for this authorization?


�DCM: can be removed because it is covered by KI#1





