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1
Decision/action requested

Discuss this proposal for KI structure
2
References

[1]
3GPP TR 23.700-95: "Study application enablement aspects for subscriber-aware northbound API access"

[2]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

In the SNAAPPY conf call during SA3#108e it was proposed to implement the following structure:
4
Detailed proposal

It is proposed to discuss the structure described below:

****Start ****
5
Key issues

5.0
Use cases (copied from 23.700-95 Annex A, not for  inclusion, but for reference)
5.0.1
AF originated API invocation: Gaming

5.0.1.1
General

This use case is an example of AF-originated API invocation with a gaming application. In this use case, the end user (also a subscriber of the MNO) allows the AF (game provider's server) to invoke the QoS API (offered by MNO) to modify the QoS of the end user.
5.0.1.2
Pre-conditions

An end user (also a subscriber of the MNO) is playing a time-sensitive game using a game client application on the end user’s UE communicating with a game provider's server. The end user wants to have a high-quality and low-latency communication for better service experience, so the game server (AF or API invoker) tries to invoke the QoS API provided by the 5GC of the MNO to change the end user's QoS according to the request from the game client application on the end user's UE. Changing the QoS may affect the charging rate to the end user, so the game server needs to get authorized to invoke the API by the end user.
5.0.1.3
Service flows

1.
The game server triggers an authorization procedure of the QoS API provider where the MNO subscriber (end user) is asked to confirm whether the game server can invoke QoS API with extra charge. 
2.
The MNO subscriber (end user) authorizes the game server to apply the QoS change with extra charge. 

5.0.1.4
Post-conditions

After receiving this authorization as per the authorization procedure, the game server invokes the QoS API. 
NOTE:
This is an example of real-time or near real-time request of authorization, but the game server may also use the authorization information given by the MNO subscriber in the past authorization procedure
5.0.2
Location

5.0.2.1
General

This use case is an example of UE-originated API invocation with a location tracking application. In this use case, the end user (also a subscriber of the MNO) on UE X allows the end user on UE Y to invoke an API to track the location of the end user on UE X.
5.0.2.2
Pre-conditions

A tracking application enables the user on UE Y to track the location of a user on UE X. An API Provider AP provides location APIs for the end users on UE X and UE Y, and the tracking application on the UE utilizes the location APIs to provide the tracking functionality.
5.0.2.3
Service flows

1.
Tracking application of UE Y triggers the AP to obtain consent from end user on UE X. 
2.
Consent is obtained from the end user on UE X via an authorization procedure of the AP allowing “Tracking application on UE Y" to invoke the location API for UE X exposed by AP (UE-originated API invocation as shown in Figure 4.1.1-1). 

5.0.2.4
Post-conditions

After receiving the authorization as per the authorization procedure of the AP, the tracking application on UE Y invokes the location API of AP for obtaining location of user on UE X.

5.0A.1
Requirements from 23.261 (for convenience)

The 5G system shall be able to:
1:
provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.

2:
provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.

5.0A.2 Discussion of these requirements

Case 2 seems to indicate that there is only one application on the UE that performs the API access, and access to this application by other applications is controlled on the UE (out of scope of 3GPP), e.g. using the UE's operating systems permissions 
5.1
Key issue 1: Checking authentication and authorization of invoker
5.1.1
Key issue details 

Only certain invokers are permitted to invoke subscriber aware northbound APIs, Therefore it is necessary to authenticate and authorize these invokers to access the APIs. The requirements for CAPIF apply.
5.1.3
Potential security requirements 

The requirements for the CAPIF-2 interface of 33.122 clause 4.4 shall apply:
(quoted for convenience)

The CAPIF-2/2e reference points between the API invoker and API exposing function shall fulfil the following requirements:
-
 [CAPIF-SEC-4.4-a] Mutual authentication between the API invoker and the API exposing function shall be supported.

-
 [CAPIF-SEC-4.4-b] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be integrity protected.

-
 [CAPIF-SEC-4.4-c] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be protected from replay attacks.

-
 [CAPIF-SEC-4.4-d] The transport of messages over the CAPIF-2 and CAPIF-2e reference points shall be confidentiality protected. 

-
 [CAPIF-SEC-4.4-e] Privacy of the 3GPP user over the CAPIF-2 and CAPIF-2e reference points shall be protected.

-
 [CAPIF-SEC-4.4-f] The API exposing function shall determine whether API invoker is authorized to access service API.

Additionally, the requirement from existing KI1 shall apply:

The API invoker UE shall be authenticated and authorized to access the API, and the communication shall be protected against confidentiality, integrity and replay attacks
5.2
Key Issue 2: Checking authorization before allowing access
5.3.1
Key issue details 

Resource owners need to be able to control access to their resources. 
5.3.3
Potential security requirements 

The invoker of the API shall be authorized by the resource owner to invoke the API to access resources. Authorization shall be given to an application. How the application itself is authenticated is out of scope of 3GPP

From draft KI#2 
As per requirement in 22.261, in case the resource owner's UE triggers the AF to invoke an API, the UE shall be authenticated to the API exposing function.

In case it is not the resource owner triggering API invocation, the  party triggering the AF shall be authorized by the resource owner to trigger the API invocation.
The communication shall be protected against confidentiality, integrity and replay attacks

From draft KI#3

Applications acting on behalf of a resource owner shall not be able access APIs without consent from the resource owner. 

The 5G system shall be able to limit the scope of API requests received from an API invoker acting on behalf of a resource owner to resources owned by the resource owner.

From draft KI#4

API invokers acting on behalf of a subscriber shall not be able to access resources owned by another subscriber without the authorization of the resource owner.

API invokers acting on behalf of a subscriber shall not be able to access resources owned by another subscriber without the authorization of the requesting subscriber.

The 5G system shall be able to limit the scope of API requests received from an API invoker acting on behalf of a subscriber according to the authorizations granted by the resource owner to the requesting subscriber.

From draft KI#5

Authorization by the resource owner shall be checked before allowing access, via the northbound APIs, to resources of the resource owner. 
The resource owner shall be able to revoke authorization at any time. From then on requests based on the revoked authorization shall be rejected.
From draft KI#6

Authorization scopes and token claims shall be applied in such way, that the  incoming API calls can be validated. 
From draft KI#7, however there was a question to the definition of "dynamic" resources and whether SNAAPP would need to deal with those.

Access to dynamic resources shall only be possible with proper authorization. 
5.X
Key issue #X: <Title>

5.X.1
Key issue details 

5.X.2
Threats

5.X.3
Potential security requirements 
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