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1
Decision/action requested

Approve the pCR to TR 33.875 [1] below.
2
References

[1]
3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (eSBA)".
3
Rationale

This pCR captures a proposal during SA3#108-e that clarifies the Editor's Note in the potential security requirements of Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios.
From our telco discussion 17 Oct 2022:

What should be the outcome of this KI?

Do all statements of request/response apply to subscribe/notify?

KI#3 points out that the case of A subscribing on behalf of C at B has threat potential.
Checking 33.501, there is no statement on subscribe/notify at all!

Conclusion of this KI? ( Propose to have a statement on subscribe/notify added in clause 13.

Scenarios:
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Example: UDM (A) subscribes at AMF (B) on behalf of NEF (C), ie. NEF receives notifications from AMF
TS 29.518 6.2.6.2.2              Type: AmfEventSubscription
	eventNotifyUri
	Uri
	M
	1
	Identifies the recipient of notifications sent by AMF for this subscription (NOTE 1)


NOTE 1:
When an NF Service Consumer subscribes on behalf of another NF, the Notification URI identifies a resource under the authority of the other NF.
33.501 missing parts?

? do we need clarity what is meant by “under the authority”?

	subsChangeNotifyUri
	Uri
	C
	0..1
	This IE shall be present if the subscription is created by an NF service consumer on behalf of another NF (e.g UDM creating event subscription at AMF for event notifications towards NEF). When present, this IE Identifies the recipient of notifications sent by AMF, for the creation of a new subscription ID, that is considered as a change of subscription ID by the NF service consumer for event subscriptions related to single UE or as the creation of a new subscription Id for event subscriptions related to UE groups (e.g during mobility procedures involving AMF change). (NOTE 3).


NOTE 3:
Same values of "subsChangeNotifyUri" and "subsChangeNotifyCorrelationId" shall be provided by an NF service consumer to all the serving AMF if the subscriptions apply to a group and triggered by one subscription from another NF. This allows the NF service consumer to associate the subscription Id creation notifications received from different serving AMFs to the same group Id subscription 
29.xxx – treats subscribe/notify similar to request/response OAuth mechansims ??

Delegated notification – no security details in 33.501 specified.
KI says, URI can be replaced by a malicious attacker
Notification URI should be verified? Is it authorized?
URI should be verified as the correct notification recipient.
Who can be the attacker?

It is proposed to look only at A being potentially malicious.

· If A is cooperating with another NF, then all possible attacks can be thought of

· If B is the attacker, one cannot do anything against a change of URI

· If C is the attacker? C only receives notifications, could C instruct A or B to send notifications without being authorized? Not really, A is the one subscribing for C. If C would do so, then it would be cooperation with A needed.
Can we agree on the attacker assumption?
Three attacks for discussion:

Deny of service / C is the victim 
· A is malicious 
· A creates set of unwanted notifications to C

· Should be possible to be handled by the implementation, such that DoS is not putting C in “no operation” mode
How many messages can be reduced? Number of notification not needed should not be sent…
· No notifications to be leaked to …?
Is A in general being allowed to subscribe on C?
A  and C are victims, B would be malicious and not send the notifications to C, but pretend to A all is okay.
Information disclosure
· Intentional information disclosure, if A is malicious and subscribes (to themself or to another NF (C)) to notifications to further disclose them to unintended recipients
· Not possible to avoid?
Breaking the law (unintentionally) by sending notifications to a different juristication
· B – being asked by A to send notifications to C, in a different PLMN/country/jurisdiction

· C could receive information, which is illegal to receive 

· B breaking the law unintentionally!
· e.g. privacy information should not be sent outside some juristic environment (different country).
Any other attack?
Non-repudiation?
A is malicious, causes unsubscribe of another NF
ERI EN disc – need clarify whether we want to prevent intentional attacks or just accidental mis-operation

· statement needed on the attacker model?
Risk analysis, do we want to prevent the attacks?
Can we prevent the attack?
If yes, what are the requirements?
4
Detailed proposal

*** BEGIN CHANGES ***
5.3
Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios

5.3.1
Key issue details
"Subscribe-Notify" NF Service illustration 1 specified in TS 23.501, clause 7.1.2, allows one NF (e.g., NF_A) to subscribe to notifications of NF producer (e.g., NF_B). The subscription request includes the notification endpoint (e.g., the notification URL) of the NF Service Consumer. In this scenario, NF_A subscribes the service of NF_B for itself. 
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Figure 5.3.1-1: "Subscribe-Notify" NF Service illustration 1 (non-delegated scenario)

"Subscribe-Notify" NF Service illustration 2 specified in TS 23.501, clause 7.1.2, allows one NF (e.g., NF_A) to subscribe the service of NF producer (e.g., NF_B) on behalf of another NF (NF_C), in which the notification URI of NR_C is included. It means the NF_C will receive the notification message even though the subscribe request is sent by NF_A. 
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Figure 5.3.1-2: "Subscribe-Notify" NF Service illustration 2 (delegated scenario)
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e., Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. Here the location report of the UE is one of the potential event reports, which can be provided by the AMF during in the above procedure. It means that the UE location report will be transmitted to the NF_C according to the subscribe request sent by NF_A.
While for request/response TS 33.501 provides direct context how to handle the related OAuth2 security, this part is missing for subscribe/notify. In case of Figure 1, when NF_A subscribes the service of NF_B for itself, the assumption of having the same security as for request/response seems valid.

This key issue looks potential threats related to both scenarios. But in particular it is elaborated for Figure 2, whether TS 33.501 needs to provide additional description text for the use case, when one NF (e.g., NF_A) subscribes the service of NF producer (e.g., NF_B) on behalf of another NF (NF_C).
One security issue of "Subscribe-Notify" NF Service illustration 1 and 2 is that NF_B may redirect the Notification message to an unauthorized NF if the Notification URI in the subscribe message is not authorized. 
The issue also arises because of the subscribe notify use cases that have been defined with respect to DCCF and MFAF, wherein both the DCCF and the MFAF are only provided with the URI where the notification has to be sent, and therefore an unauthorized consumer can receive the notifications if the URI is not authorized.

In this case NF_B is either malicious or unintentionally sending a notification with a wrong URI due to mis-operational aspects. Or NF_A is malicious and intentionally subscribing NF C to receive notifications. IF the consumer NF_C is receiving notifications unwanted, this could result in a threat situation. One potential threat could be that the consumer is in a different jurisdicational region, where the reception of these data could be forbidden and results in a privacy regulation issue. Also, if initiated by NF_A, it could bring NF_B in a legally problemantic situation, if B is sending notifications to a region or consumer, which is not allowed.

Another situation could be that NF_C is receiving many notifications, which results in a deny of service attack. 
Last but not least, such a behaviour can lead to unwanted information disclosure.
This key issue seeks for solutions on how to assure that 

- notification messages could be only forwarded to an NF that is authorized by NRF. 
Use below details in Threat clause?
(attack: NF reveives sth it is not supposed to receive and may use this information; could C receive information that is not allowed to receive because of the juristic environment/location?) e.g. monitoring where users are located.
e.g. privacy information should not be sent outside some environment. Can A subscribe C (in this enviromnemt)?

A can try to leak information, make sth public, that is not to do be public
A – malicious, different PLMN
B – being asked by A to send notifications to C, in a different PLMN/country/jurisdiction
C could receive information, which is illegal to receive 

B breaking the law unintentionally!
- notification messages to another NF are only subscribed by an authorized NF (A);
Who authorizes? C? B? 
Same threat as above

- the NF receiving notifications has authorized any subscription;
Should C authorize to be subscribed and to receive notifications?

Currently only A who asks for a token to send notifications to C

Has C contacted A beforehand??? How A can get the call back URI from C? A should know the URI.
What can A do with different URIs collected?

Has C put information related to A in NRF? 

Or B?
Same threat as above
- information is not disclosed (by notifications) to an unauthorized NF.
Is NF C authorized to receive notifications?

Threat: information disclosure.
Does it make sense to authorize URIs, if A can include any URI (also itself) as notification recipient.
Which threat can be prevented, when URIs are authorized.
5.3.2
Security threats
When a malicious NF or a compromised NF tries to access an unauthorized service, in “Request-Response” scenario, NRF can verify and prevent it during access token process. But, in “Subscribe-Notify” scenario, current specification allows that a compromised NF can subscribe or unsubscribe a notification service from a NF Service Producer to notify data 
to an unauthorized NF  by setting the address of notification endpoint (e.g., “Notification URI”) with the address of the unauthorized NF. In this case, the NF Service Producer cannot ensure with the current specification text that the NF, whose URI is mentioned, is authorized to receive the notification. 
Thus, a compromised NF can force the NF Service Producer to send notifications (or to unsubscribe from notifications) to arbitrary consumers. 

According to TS 23.501, the “Subscribe-Notify” scenario is not only used for subscriber’s mobility, session and subscription related events but also for NF’s own event (e.g., AMF Status change). This information can be leaked to an unauthorized NF, while according to TS 23.288 Clause 6.2.6 subscribe-notify is used in order to enable the data consumer to receive the data from DCCF and MFAF. Thus, notification messages that can include sensitive information (e.g., location report), could be exposed to an unauthorized network function routed by the URI in the subscribe request message.
IF a NF is not authorized to subscribe on behalf of another NF for notifications, then the NF receiving notifications could also face a deny of service situation.

If the NF receiving the notifications is not authorized or has not authorized the subscription, it could receive data not intended for this NF.

5.3.3
Potential security requirements

It shall be possible for 5G system to ensure notification service is only provided to an authorized NF routed by the URI in the subscribe request message.

It shall be possible for 5G system to prevent information disclosure to an unauthorized NF routed by the URI in the subscribe request message.

Editor’s Note:  These potential security requirements need further study. 
1) Since NF_A can also subscribe on its own behalf and forward the information, it is not clear whether the information leakage can be addressed. 
2) It is not clear whether accidental mis-operation shall be prevented or intentional attacks. 
3) Since the example scenarios assume compromised UDM or DCCF, which have access to large amounts of highly sensitive user and network data, it is not clear whether stricter authorization requirements on the delegated subscribe notify can prevent information disclosure in case of a compromised UDM or DCCF. Solutions to this key issue need to clearly specify which threats they mitigate and which not.

XXX
 requirements from 2807
It shall be possible for the 5G system to ensure that the subscriber is authorized to subscribe for notifications on behalf of the NF Service Consumer.

It shall be possible for the 5G system to ensure that the notification service is only provided to an NF Service Consumer that has authorized the subscriber to subscribe on its behalf for notifications.

*** END CHANGES ***

�Do we agree on this issue?


�Do we agree on this part?


�Proposed issues which would result into requirements


�


If A and C cooperatore, this attack can be shortcut by A subscribing for itself and providing the info to C





Update proposal: To subscribe a notification service to an NF that does not want to receive the data


This can result in DoS or privacy violation


�NF A provides URI of NF C to B. Should URI of C be authorized by B?


�Propose to remove.


�The following 2 requirements were proposed in 2807
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