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1
Decision/action requested

This contribution provides a solution to protect the privacy of 3GPP identifiers used to transport broadcast remote ID
2
References

[1]
3GPP TR 33.891 v0.2.0 (S3-222323) 

3
Rationale

This contribution provides a solution to protect the privacy of 3GPP identifiers used to transport broadcast remote ID. The proposed solution follows the LTE and NR V2X specification but changing the 3GPP identifiers whenever the identity sent in the broadcast remote ID is changed. 
4
Detailed proposal

It is proposed that the following pCR is included in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Privacy for 3GPP identifiers used to transport Broadcast Remote ID
6.X.1
Introduction

This solution addresses the Privacy and security aspects of Broadcast Remote ID as specified in key issue #Y. 
6.X.2
Solution details 
The below privacy procedures follow the privacy mechanism defined in TS 33. 536 [6] for V2X which is intended to mitigate against the threat of tracking the UE by an attacker based on its used 3GPP identities. 

The UE changes and randomizes its 3GPP identities, e.g. source Layer-2 ID and source IP address including IP prefix (if used), when the identities used in the Broadcast Remote ID is changed. The UE can change and randomize these identities at other times. The UE provides an indication to the UAS application layer whenever the 3GPP identities are changed.
NOTE 1: The change of 3GPP identities is needed if Broadcast Remote ID is subject to privacy protection, based on local regulation.
6.X.3
Evaluation

The solution mitigates the privacy issue of the 3GPP identifiers by ensuring that the 3GPP identities are not used for longer than the identities in the application. 
**** END OF CHANGES ****

