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1
Decision/action requested

It is requested to approve the new KI on user consent.
2
References

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
5GC provides assistance and support for AF to perform AI/ML operations, such as federated learning, 5GC needs to expose certain assistance information to the AF. As part of AI/ML operations, the AF can use such information, for example, in creating a candidate membership or list of UEs that can participate in federated learning.  Before 5GC can expose such assistance information to the AF, the 5GC needs to obtain user consent for the assistance information that are privacy-sensitive to the UEs.
This contribution proposes a new key issue for user consent related to 5GC provided assistance information to the AF.

4
Detailed proposal 
**** START OF CHANGE ****
6.X
KI #X: user consent on 5GC-provided assistance information
6.X.1
Key issue details
As per KI#3 in SA2 AIML TR 23700-80[Y], 5GC will expose different types of assistance information to AF for AI / ML operation, which include traffic rate, packet delay, packet loss rate, network condition changes, candidate FL members, geographical distribution information, etc. Assistance information related to user privacy, such as candidate FL members, geographical distribution information etc., would require 5GC to obtain user consent before the information can be exposed to AF. 
As one of the interim conclusions specified in clause 8.3 of  3GPP TR 23700-80[x1], “The user consent checking is also required before the UE related information or data analytics are exposed to the 3rd party.”

This key issue studies how 5GC obtains user consent for the assistance information being exposed to AF for AI/ML operations, how user consent is revoked, which entity takes the role of enforcement point, and how the user consent framework as defined in 3GPP can be reused.

6.X.2
Security threats
User information exposed to any entity either inside or outside the 3GPP network without the permission or knowledge of the user, poses huge threat to user's privacy. 
If the 5GC is not aware of user consent status, the UE related information used for application layer AI/ML operation may be exposed to 3rd party without consent, which could lead to a compromise of the user privacy. 

If the 5GC and 3rd party are not aware that user consent for UE related information has been revoked, then the 3rd party may continue to collect such information, which could lead to a compromise of user privacy.

6.X.3
Potential requirements
5GC shall provide a means to obtain and verify user consent before exposing user related assistance information to AF.

The 5GC shall provide a means to allow a user to change or add consent any UE sensitive information before being exposed to AF.

5GC shall provide means to revoke user consent upon user request or when assistance information is no longer needed by AF.

***
END OF 1st CHANGE
***

***  BEGINNING OF 2nd CHANGE  ***

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]

3GPP TR 23.700-81: “Study of Enablers for Network Automation for 5G System (5GS); Phase 3”.

[3]
3GPP TS 33.501:
 “Security architecture and procedures for 5G system”.
[4]

3GPP TS 23.501: "System architecture for the 5G System (5GS)".

[5]
3GPP TS 38.300: "NR; NR and NG-RAN Overall Description".

[x1]
3GPP TR 23.700-80: “Study on 5G System Support for AI/ML-based Services”.

**** END OF CHANGE ****
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