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1
Decision/action requested

This contribution proposes to add a new key issue in 33.896 on user consent for Personally Identifiable Information used for Network Optimization 
2
References

[1]
3GPP TS 37.817
“Study on enhancement for Data Collection for NR and EN-DC”.
3
Rationale

This contribution proposes to add a new key issue on user consent for AI/ML used for network optimization. 
While the work item mentions AI/ML, the user consent is not related to AI/ML.

Per 33.501 V.2, “The user consent parameters shall be bound to the purpose of data processing.”, thus we propose the consent to be about “Personally Identifiable Information used for Network Optimization”.
4
Detailed proposal

*************** Start of Change for 33.896 ****************
5.X
Key Issue #X: User consent for Personally Identifiable Information used for Network Optimization
5.X.1
Key issue details
In Rel-17, a study for the Artificial Intelligence (AI)/Machine Learning (ML) framework for NG-RAN is ongoing (FS_NR_ENDC_data_collect) and the results are currently documented in TR 37.817.

The resulting work item NR_AIML_NGRAN focuses on AI/ML-based Network Energy Saving, Load Balancing and Mobility Optimization. These 3 use cases aim to help the operator optimize their network operation.
A security focused study item (SP-220529) was opened to address “whether user privacy issues exist for the selected use cases in the related RAN group studies, not disrupting the current system designs”.

Since all the use cases listed above require the collection of UE’s location. Whether the UE location is tracked at a cell level or coordinates granularity, user location tracking is a privacy issue that may require user consent, depending on local regulations. 
This key issue proposes the introduction of a generic personally identifiable information consent used for network optimization for two reasons:

1. It is important to protect the user’s identity whether it is revealed through tracking the UE’s location or any other information.

2. The consent needs to be tied to the use, which is network optimizations
“Personally identifiable information" includes the position location of the UE.

“Network optimizations” includes AI/ML-based Network Energy Saving, Load Balancing and Mobility Optimization.
5.X.2
Security threats

Obtaining and using location information and other personally identifiable information can result in the identification and tracking of users. This may violate local privacy related regulations which often require the consent of the end user.

5.X.3
Potential security requirements

The 5GS shall provide the means to enforce user consent for obtaining and using personally identifiable information used for network optimization.

The 5GS shall provide the means for user consent revocation for the collection and use of personally identifiable information used for network optimization.

*************** End of Change ****************
