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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1] 3GPP TS 23.003: "Numbering, addressing and identification".
[2] 3GPP TS 33.501: "Security architecture and procedures for 5G System".
3	Rationale
The definition of a data session is not clear from the key issue details. When does a data session start and end? Does the TMSI change during this data session? If the TMSI does not change, then the attacker would be able to associate the establishment cause with only one TMSI, i.e., the TMSI, which is used in the RRCSetupRequest message. If the TMSI changes, how can the TMSIs be linked together? 
TMSI is a temporary identifier. One purpose of a temporary identifier is that the successive instances of the temporary identifier cannot be linked. Since the successive TMSIs cannot be lined with the initial TMSI, the claim that the attacker can associate the establishment cause to the TMSI and trace the user throughout their data session is not properly justified.
4	Detailed proposal
*** 1st CHANGE ***
[bookmark: _Toc107898770]5.2		Key Issue #2: Users Identified by Priority Access
[bookmark: _Toc107898771]5.2.1 	Key Issue Details
During connection establishment, a UE selects an RRC establishment cause value according to its access identity and access category based on the rules specified in table 4.5.6.1 and table 4.5.6.2 in TS 24.501[2]. The establishment cause value is sent in the clear over-the-air in RRC Setup Request messages. UEs assigned access identities 11-15, will send establishment cause “highPriorityAccess”, which affords them admission benefits when accessing the network. NR also supports two new establishment causes, “mps-PriorityAccess” and “mcs-PriorityAccess”, which indicate that UEs assigned access identity 1 and 2 are permitted to use multimedia priority services and mission critical services, respectively. The priority access cause values are different and can be distinguished from the values used by ordinary UEs assigned access identity of 0. UEs with access identity 0 use establishment causes which include: “mt-Access”, “emergency”, “mo-Signalling”, “mo-SMS”, “mo-VoiceCall”, etc.
Similarly, when a UE resumes a suspended connection it sends an RRC resume cause in the RRC Resume Request message. The options for the resume cause values are the same as for the establishment cause values. The resume cause is also sent in the clear over-the-air. 
The establishment cause and resume cause can also be linked to other identifiers that appear during a data session. For example, the TMSI is sent in the same RRC Setup Request message as the establishment cause. This allows the attacker to associate the establishment cause to the TMSI and trace the user throughout their data session.
Editor’s Note: How and which identifiers can be linked with each other by exploiting the RRC establishment/resume cause is FFS.
As a result, priority users are easily distinguishable from other subscriber groups based on the RRC establishment cause and resume cause. The exposed establishment cause and resume cause reveal private user information and introduce privacy threats. This information leakage makes it possible to infer the group membership of priority users, the general location of priority users (e.g., localize users to specific cells), the number of priority users (e.g., as distinguished by different TMSIs), and the type of priority users (e.g., as distinguished by different priority establishment/resume causes).
*** END OF CHANGES ***

