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Decision/action requested

It is requested to approve the new Key issue for Standardising Automated Certificate Management in SBA
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References

[x] 
RFC 7515 ‘JSON Web Signature’

[y]
3GPP TS 33.501 ‘Security architecture and procedures for 5G system’ 

[z]
3GPP TS 33.310 ‘Network Domain Security (NDS); Authentication Framework (AF)’
3
Rationale

In the last SA3 meeting, SID S3-220520 was agreed to address a standardized model and set of procedures for automated certificate management. Network Functions in SBA may need multiple certificates for different purposes, such as TLS communications, signing, encryption or CCA (Client Credentials Assertion) in scenarios with indirect communications. The proposed key issue studies the requirements in the operator PKI (Public Key Infrastructure) and Network Functions of SBA to enable the support of multiple certificates per network function and logical interface.
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Multiples certificates to be associated with a Network Function
5.x.1
Issue details
In SBA the Network Functions (NFs) may require to support multiple operator certificates, which may be issued by different operator sub-CAs or root CAs depending on the established CA hierarchies and predefined network domains, for different purposes and interfaces.


Each type of certificate per Network Function may have different security considerations. The type of certificates in Network Functions of SBA are the following:

· TLS client EE certificates (for NF consumers) 

· TLS server EE certificates (for NF producers)

NOTE 1:   Clause 6.1.3c of 3GPP TS 33.310 [z] profiles the TLS entity certificates to be used for 5GC SBA. 

· Certificates for signing the access tokens for authorization (JSON Web Signature (JWS) as described in RFC 7515[x]) (for NRFs)

· Certificates for encrypting HTTP messages between SEPPs (clause 13.2.4.4 of TS 33.501 [y])

· Certificates for signing Client credentials assertion (CCA) tokens (clause 13.3.8.2 of TS 33.501 [y])

5.x.2
Security Threats
If the purpose of the issued certificates is not restriced, i.e., the type of operations for which a public key contained in the certificate can be used are not specified, those certificated could be used for another purpose than intended, violating the CA policies, and increasing the risk of cross-protocol attacks. 

Failure to ensure proper segregation of duties means that a NF who generates the encryption keys and applies for a certificate to the operator CA, could obtain a certificate which can be misused for tasks that this NF is not entitled to perform. E.g., a consumer could impersonate producers using their own client certificate. 
5.x.3
Potential security requirements
The Network Functions should be able to indicate the purpose of the certificate being requested in the CSR (Certificate Signing Request) to the operator CA.

The certificate management framework in 5G SBA shall be able to provide means for identifying and monitoring the usage of the issued certificates.  


SEPP as a gateway between intra-domain and inter-domain SBA should be capable to fetch different types certificates per domain. Those certificates may come from different sub-CAs anchored to the same trusted root CA, or from different root CAs. 

************ END OF CHANGES ************

